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12-29-2015 to 12-30-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | Devi ce Action | oP | ocati on. Locat i on |count |
146. 185. 239. 100 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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12-29-2015 to 12-30-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte | gnature |count |
151.217.178. 55 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
177.55. 154. 39 Brazil 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
12.139. 41. 189 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 16. 76. 209 Chi na 147.237.0.15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
151. 217. 30. 152 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 88 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.211. 34. 236 Lkr ai ne 147.237.0.15 kosher-kravi .idf.il SERVER- WEBAPP adm n. php access 1
151. 217. 30. 48 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1




12-29-2015 to 12-30-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address [Ste | Name |9 gnature | Devi ce Action  |Count |
46. 19. 85. 86 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46.19. 85. 153 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 85 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
141.212. 122. 217 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 102 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101. 198. 159. 31 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
210. 44. 144. 110 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.218 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 39 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.103 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 116 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 Russi an Federation 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 40 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 28. 140. 98 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
176. 13. 18. 100 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122. 104 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 118 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At tack SYN -> SYN-ACK -> RST alert 1
74.82.47. 42 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 28. 140. 98 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
199.115.117. 117 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1




12-29-2015 to 12-30-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
46.211. 34. 236 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il |PH? Attenpt B ock 2
46. 211. 34. 236 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 46.211. 34. 236 B ock 2
46. 211. 34. 236 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il |Adm n Bl ocki ng B ock 1
46. 211. 34. 236 Lkrai ne 147.237.0.15 |kosher-kravi.idf.il [Unauthorized UR. Access to kosher-kravi.idf.il/wp-1ogin. php B ock 1
46. 211. 34. 236 Lkr ai ne 147.237.0.15 |kosher-kravi.idf.il |Miltiple Admn B ocking from46.211. 34. 236 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il [Miltiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
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