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Top Attackers 

220.167.100.13, China

79.177.201.43, Israel

31.168.220.10, Israel

123.202.99.50, Hong Kong

61.135.190.200, China

23.96.213.135, United States

104.192.0.226, United States

61.132.161.130, China

94.102.48.195, Netherlands

59.45.79.117, China
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 12-23-2015 to 12-24-2015 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

31.168.220.10 Israel 147.237.0.15 kosher-kravi.idf.il Block_Udp_All_Nets drop BBL-Israel 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

46.151.54.178 Ukraine 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

61.132.161.130 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

104.192.0.226 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Tomcat Web Application Manager scanning 1

23.96.213.135 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

94.102.48.195 Netherlands 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

123.202.99.50 Hong Kong 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.il SERVER-APACHE Apache Tomcat Web Application Manager access 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

79.180.213.122 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 11

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.ilHeader Rejection header rejection pattern found in request monitor 1

94.102.48.195 Netherlands 147.237.0.15 kosher-kravi.idf.ilWeb Server Enforcement Violation Masscan Port Scanner reject 1

185.32.112.167 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

79.177.201.43 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

81.218.251.250 Israel 147.237.0.15 kosher-kravi.idf.il
Parameter Type Violation searchText in
kosher-kravi.idf.il/1176-he/orchot.aspx

Block 1

61.135.190.200 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

141.212.122.80
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Malformed URL from 141.212.122.80 Block 1

79.177.201.43 Israel 147.237.0.15 kosher-kravi.idf.ilPHP Attempt Block 1

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/manager/html Block 1
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