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12-16-2015 to 12-17-2015

|Top Attackers In IPS|

Attacker Address |A1 tacker Geo |Tar get Address | Ste | Devi ce Action
188. 165. 15. 75 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 1




12-16-2015 to 12-17-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte | gnature |count |
124.74. 213. 36 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 I ndi a 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
108. 184. 162. 6 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
171.232.56. 108 M et nam 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
93.174. 93. 219 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1




12-16-2015 to 12-17-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature |Device Action  |Count |
128. 232. 110. 28 United Kingdom [147.237.0.15 kosher-kravi .idf.il SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 2
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 2
46.19. 85. 223 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
141.212.122. 147 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 87 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence I nval id ACK nunber noni t or 1
185. 35. 62. 128 Shtzerl and 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
74.82.47.31 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 60 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 92 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 219 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST rej ect 1
64.125.239. 113 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
199.115. 117. 117 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
171. 208. 221. 246 Chi na 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
46. 19. 85. 90 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 247. 199 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 220 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
66. 249. 69. 112 | srael 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
171. 208. 221. 246 Chi na 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212. 122. 146 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
185. 35. 62. 85 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST alert 1
74.82.47.19 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
173.193. 252. 211 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1




12-16-2015 to 12-17-2015

|Top Attackers In V\AF|

A tacker Tar get Devi ce

Attacker Address Geo Addr ess Sgnature Acti on ‘Oount
109. 64. 1. 183 | srael 147.237.0. 15 |kosher-kravi.idf.il|PH? Attenpt B ock 1
61. 135. 190. 200 |Chi na 147.237.0.15 |kosher-kravi.idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
109. 64. 1. 183 | srael 147.237.0. 15 |kosher-kravi.idf.iljUhaut hori zed UR. Access to kosher-kravi.idf.il/xnhrpc. php B ock 1
104. 131. 103. 37 g"a::s 147.237.0. 15 |kosher-kravi .idf.illLhaut hori zed URL Access to / B ock 1
141. 212. 122. 208 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
104. 131. 108. 230 g"a::s 147.237.0. 15 |kosher-kravi .idf.illLhaut hori zed URL Access to / B ock 1
. . [Unaut hori zed URL Access to
212.179.21.194 |lsrael 147.237.0. 15 |kosher-kravi.idf.i IWAW kosher-kravi .i df.il/sip_storagelfil es/3/ 1773 pg B ock 1
61.135.190.69 |China 147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
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