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Top Attackers 

220.167.100.13, China

185.111.76.132, null

94.75.220.155, Netherlands

188.165.15.5, France

112.5.236.75, China

68.180.229.230, United States

187.161.61.98, Mexico

107.150.55.54, United States

61.244.49.137, Hong Kong

104.131.178.83, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

107.150.55.54 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 drop DP-Tehila 1

115.239.228.8 China 147.237.0.15 kosher-kravi.idf.il Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.5 France 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS

Attacker Address
Attacker
Geo

Target
Address

Site Signature Count

185.111.76.132 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 2

112.5.236.75 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

191.190.104.43 Brazil 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.ilSERVER-APACHE Apache Tomcat Web Application Manager access 1

61.244.49.137 Hong Kong 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

103.251.112.155 Hong Kong 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

113.106.129.219 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

187.161.61.98 Mexico 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Tomcat Web Application Manager scanning 1

94.75.220.155 Netherlands 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

31.210.186.150 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 27

128.232.110.28 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

79.178.25.152 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.il Header Rejection header rejection pattern found in request monitor 1

176.12.139.110 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

118.98.104.21 Indonesia 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.247.211 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

146.185.239.102 Russian Federation 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.7 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.12.139.110 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

213.8.204.14 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

74.82.47.15 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

180.76.15.8 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.219 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

5.22.134.4 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.84 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.220 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

68.180.229.230
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

104.131.178.83
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to / Block 1

45.55.133.216 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to / Block 1

207.46.13.30
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

61.135.190.200 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

220.167.100.13 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/manager/html Block 1
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