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Top Attackers 

115.231.222.40, China

188.143.232.41, Russian Federation

61.135.190.200, China

59.45.79.117, China

111.199.189.78, China

78.193.2.8, France

178.69.168.180, Russian Federation

61.216.2.13, Taiwan

162.216.46.37, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

115.231.222.40 China 147.237.0.15 kosher-kravi.idf.il Frk_Under_Attack_Con_Http drop BBL-Frankfurt 2

115.231.222.40 China 147.237.0.15 kosher-kravi.idf.il Frk_Purple_Con_Limit_Http drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker
Address

Attacker Geo
Target
Address

Site Signature Count

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

111.199.189.78 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

178.69.168.180
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

78.193.2.8 France 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

162.216.46.37 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

 12-08-2015 to 12-09-2015 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

185.106.94.2 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 10

128.232.110.28 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 6

46.19.85.133 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

137.226.113.7 Germany 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

222.186.58.131 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.247.232 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.250 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

192.162.112.138 Ukraine 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

139.196.104.39 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

185.35.62.139 Switzerland 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.147 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.58 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.78 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.19.160 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.121.191 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.148 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.108 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

46.19.86.180 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

188.138.17.205 France 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker
Address

Attacker Geo
Target
Address

Site Signature
Device
Action

Count

188.143.232.41
Russian
Federation

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/templates/searchresults/searchresults.aspx/templates/sendto
friend/sendtofriend.aspx

Block 1

61.135.190.200 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

61.216.2.13 Taiwan 147.237.0.15 kosher-kravi.idf.il
Multiple Untraceable SSL Sessions from 61.216.2.13 (Protocol violation
(SSL_CONN_CLIENT_HELLO))

None 1

188.143.232.41
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 188.143.232.41 Block 1

 12-08-2015 to 12-09-2015 

 12-08-2015 to 12-09-2015 


