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W 115. 231. 222. 40, China

188. 143. 232. 41, Russi an Federation
W 61. 135. 190. 200, Chi na

59. 45.79. 117, China
W 111.199. 189.78, China
W 78.193.2.8, France
[ 178.69. 168. 180, Russi an Federation
W 61.216. 2. 13, Taiwan

162. 216. 46. 37, Lhited Sates
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

|Target Address |Ste
115. 231. 222. 40 Chi na

|9 gnature | Device Action  |DPIocation. Location |count |
147.237.0. 15 kosher - kravi . i df.il Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .i df.il Frk Purple Gon_Linit Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount
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|Top Attackers In ID|

A tacker Tar get

Addr ess ‘Attacker Geo Addr ess ‘S te ‘S gnature ‘Oount

59.45,79. 117 Chi na 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1

111. 199. 189. 78 |chi na 147. 237.0. 15 kosher-kravi.idf.ilgr(fm Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
Russi an S )

178. 69. 168. 180 . 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
Feder at i on

78.193.2.8 France 147.237.0.15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1

162. 216. 46. 37 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature |Device Action  |Count |
185. 106. 94. 2 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 10
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 6
46.19. 85. 133 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST alert 1
137.226. 113.7 Ger nany 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
222.186.58. 131 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 232 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.192 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 250 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
192. 162. 112. 138 Lkr ai ne 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
185. 35. 62. 139 Sii t zerl and 147.237.0. 15 kosher -kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 147 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 58 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 78 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
176. 13. 19. 160 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.121.191 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 148 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 108 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST aert 1
46. 19. 86. 180 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence I nval id ACK nunber noni t or 1
188. 138. 17. 205 France 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

T
arget ‘Ste Sgnature

‘Attacker Geo

Addr ess
Russi an Unaut hori zed URL Access to
188. 143. 232. 41 Federat i on 147.237. 0. 15 |kosher-kravi .idf.illkosher-kravi.idf.il/tenpl at es/ sear chresul t s/ sear chresul ts. aspx/t enpl at es/ sendt o |B ock 1
fri end/ sendt of ri end. aspx
61. 135. 190. 200 |Chi na 147.237.0. 15 |kosher-kravi.idf.ilflUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
. .. . IMIltiple Lhtraceabl e S Sessions from61. 216. 2. 13 (Protocol viol ation
61.216. 2. 13 Tai wan 147.237. 0. 15 |kosher-kravi .idf.il (SSL_CONN LI ENT HELLO)) None 1
188. 143. 232. 41 gj:;;”l o 147.237.0. 15 |kosher-kravi.idf.i|Mil tipl e Unauthorized UR. Access from 188.143.232. 41 B ock 1
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