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W 37.142.68.72, Israel
210.117.121. 60, Korea, Republic of
¥ 109. 65. 198. 210, |srael
91. 201. 236. 114, Wkrai ne
W 141.212.122.129, Whited Sates
B 63. 142. 161. 17, Canada
W 195.62.53.168, Russi an Federation
W 136. 243. 36. 96, GCer many
185. 106. 92. 33, nul |
M 167.88.7.246, Lhited Sates
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
167. 88. 7. 246 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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12-07-2015 to 12-08-2015

|Top Attackers In |D|

Attacker Address |Attacker Geo | Target Address |Ste | gnature | count |
63.142.161. 17 |Canada 147.237.0. 15 |kosher-kravi.idf.i||ET SCAN NMAP -sS w ndow 1024 1
93.174.93. 153  [Net her| ands 147.237.0.15 |kosher-kravi.idf.il|ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection |1
210.117.121. 60 |Korea, Republic of |147.237.0.15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
91.201. 236. 114 |Wkrai ne 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
185. 106. 92. 33 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
210.117.121. 60 |Korea, Republic of |147.237.0.15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
84.110. 39. 127 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 66 | srael 147.237.0.15 kosher -kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
198. 20. 69. 74 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST alert 1
137.226. 113.7 Ger nany 147.237.0. 15 kaosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 104 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN- ACK -> RST rej ect 1
141.212.122.132 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 35 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
141.212.121. 192 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At tack SYN -> SYN- ACK -> RST alert 1
71.6.216.54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
184. 105. 247. 228 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
167. 88. 10. 198 Lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST alert 1
133. 130. 115. 64 Japan 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
176.13.12. 111 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
141.212.121.192 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
184. 105. 247. 240 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST rej ect 1
167. 88. 10. 198 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
134. 249. 140. 99 Lkr ai ne 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
46.234. 109. 121 Czech Republic 147.237.0. 15 kosher-kravi .idf.il SYN At tack SYN -> SYN ACK -> RST rej ect 1
176.13.12. 111 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.131 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN- ACK -> RST rej ect 1
84.110. 39. 127 | srael 147.237.0.15 kosher -kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
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37.142.68. 72 | srael 147.237. 0. 15 |kosher-kravi . i df.iljUnaut hori zed URL Access to kosher-kravi.idf.il/xnrpc. php Bl ock 2

37.142.68. 72 | srael 147.237.0. 15 |kosher-kravi.idf.il|D stributed PH Attenpt Bl ock 1

109. 65. 198. 210 |l srael 147.237. 0. 15 |kosher-kravi .idf.il|Uhaut hori zed URL Access to kosher-kravi.idf.il/xnirpc. php Bl ock 1

195. 62. 53. 168 gz:::lnl on 147.237. 0. 15 |kosher-kravi .idf.ilfUnhaut hori zed URL Access to /css/css Bl ock 1

37.142.68. 72 | srael 147.237. 0. 15 |kosher-kravi.idf.il|PHP Attenpt Bl ock 1
.. . . {Unauthori zed URL Access to

136.243.36. 96 |Ger many 147.237.0.15 kosher-kravi. i df. i vawv kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
.. . . JUnhaut hori zed URL Access to

212.179.21. 194 |Israel 147.237. 0. 15 |kosher-kravi.idf.i IWAW Kosher-kravi i df.il/sip storagelfil es/ 3/ 1773.] pg Bl ock 1

141.212.122. 129|lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Mil formed URL proxytest. zmap. i o: 80 Bl ock 1

109. 65. 198. 210 |l srael 147.237.0. 15 |kosher-kravi .idf.il|PHP Attenpt Bl ock 1
; .. . . JUnhaut hori zed URL Access to

157.85.39. 38 United Sates 147.237.0.15 kosher-kravi. idf. | I\/\x/\w kosher -kravi .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
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