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157.55.39.38, Lhited Sates
M 61.135.190. 71, China
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12-06-2015 to 12-07-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo | Target Address | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
64. 246. 165. 160 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
167. 88. 7. 254 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |A1 tacker Geo |Tar get Address | Ste | Devi ce Action
188. 165. 15. 59 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address|Attacker Geo|Target Address|Ste | gnature | count |
39. 81. 84. 46 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
93.158. 215.46 |Netherlands |147.237.0.15 [kosher-kravi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
125. 65. 165. 215 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
182. 125.29. 95 |Chi na 147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
70. 90. 35. 38 Lhited Sates|147. 237. 0. 15 |kosher-kravi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
93. 174. 89. 82 Net herl ands |147.237.0. 15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
175. 30. 195. 222 |Chi na 147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
190. 36. 168. 200 |Venezuel a 147.237.0.15 |kosher-kravi.idf.il[ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
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|Top Attackers In FW |

|Attacker Geo |Target Address |Ste

Attacker Address

| Name

| gnature

| Device Action |Count |

64. 246. 165. 160 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |Header Rejection header rejection pattern found in reguest noni t or 9
213. 8. 204. 26 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e alert 5
213. 8. 204. 26 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |[SYNretransmit wth different w ndow scal e noni t or 5
216.243.31. 2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 86. 240 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
141.212.122.150 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.112 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
172.98. 67. 25 147.237.0.15  |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.121.181 |lhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 240 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
141.212.122. 151 |lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
74.82.47.10 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 Chi na 147.237.0.15  |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121.192 |[lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST alert 1
169. 229. 3. 90 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
104. 128. 144. 131 |Canada 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
220. 167. 100. 15 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti nmeout rej ect 1
184. 105. 247.208 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.192 [lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
52. 28. 32. 164 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
216.218. 206. 103 |lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.180 |lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
199.115.117.117 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker Tar get

Geo Addr ess ‘S te Sgnature Acti on ‘Oount
Lhited .. . . JUhauthorized URL Access to

157.85. 39. 38 Sates 147.237.0.15 |kosher-kravi .i df .| waw kosher - kravi . i df.i|/tenpl at es/ honepage/ honepage. aspx Bl ock !

61.135.190. 71 |China 147.237. 0. 15 |kosher-kravi.idf.il|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
Lhited - . . [Whauthorized URL Access to

157.85.39. 38 Sates 147.237.0.15 lkosher-kravi .i df .| wane kosher -kravi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !

85. 250. 126. 205 |l srael 147.237.0. 15 |kosher-kravi.idf.i|PHP Attenpt Bl ock 1

85. 250. 126. 205 |l srael 147.237. 0. 15 |kosher-kravi.idf.illUhaut hori zed UR. Access to kosher-kravi.idf.il/xnirpc. php B ock 1
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