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202.112.51. 96 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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Tar get

‘Attacker Geo Addr ess Sgnature
51. 254. 46. 129 L}é?lr::é‘om 147.237.0. 15 |kosher-kravi.idf.i |[ET SCAN NVAP -sS w ndow 1024 1
59. 45.79. 117 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
85. 165. 60. 202 |Nor way 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
101, 68.5. 7 Chi na 147. 237 0. 15 |kosher-Kravi i df . ”aSE?\/ER-ttEmpt APACHE Apache nod_ssl non- SSL connection to SSL port denial of service 1
182.72.242. 152 |Indi a 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
54,224, 149. 230 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Tehila - Perl LV wth fake user agent 1
82.192.90. 145 |Net herl ands 147.237.0. 15 |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
89. 248. 172. 140 |Net her| ands 147.237. 0. 15 |kosher-kravi.idf.i|ET SCAN Behavioral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection 1
125. 65. 165. 215 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
185. 106. 94. 46 147.237.0. 15 |kosher-kravi.idf.i |JET SCAN NVAP -sS w ndow 1024 1




12-02-2015 to 12-03-2015
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Atacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
84. 228. 166. 68 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 36
37.58. 75. 46 Net her | ands 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 14
85. 250. 237. 187 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TOP sequence |SYNretransmt wth different w ndow scal e noni t or 14
46.19. 85. 182 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCOP sequence |Invalid ACK nunber noni t or 6
216.243.31.2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
128.232.110. 28 Uni ted Kingdom |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 2
46.19. 85. 3 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
169. 229. 3. 90 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
123.101. 0. 90 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti nmeout rej ect 1
80. 246. 133. 130 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCOP sequence |Invalid ACK nunber alert 1
46. 19. 85. 18 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACGK nunber noni t or 1
199.115.117.117 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.192 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
101. 68. 4. 126 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
64.125. 239. 183 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
2.54.23.28 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCOP sequence |lInvalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.182.243.196 [China 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
80. 246. 133. 130 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 1
46. 19. 85. 49 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 1
202.112. 51. 96 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.205 |Uhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104. 40. 190. 105 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.10 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 12. 137. 15 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 1
46.19. 85. 182 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
216. 218. 206. 75 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.206 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.57.57.11 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 58 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.121.192 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST alert 1
216. 218. 206. 94 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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101.68.5.7 Chi na 147.237.0. 15 |kosher-kravi.idf.illUhtraceabl e SS_ Sessions: Protocol violation (SS. GONN QLI ENT HHLO None 2
101. 68. 4. 126 Chi na 147.237.0. 15 |kosher-kravi.idf.illUhtraceabl e SS_ Sessions: Protocol violation (SSL GONN QLI ENT HHLO None 2
101. 68. 5. 191 Chi na 147.237.0. 15 |kosher-kravi.idf.illLhtraceabl e SS_ Sessions: Protocol violation (SSL GONN QI BENT HALLO None 2
124. 160. 236. 163|Chi na 147.237.0. 15 |kosher-kravi.idf.illunhtraceabl e SS. Sessi ons: Protocol violation (SS. GONN QLIENT HHLO None 2
101. 68. 4. 153 Chi na 147.237.0. 15 |kosher-kravi.idf.illUnhtraceabl e SS_ Sessi ons: Protocol violation (SS. GONN QLIENT HHLO None 1
41.230.14.223 |Tunisia 147.237.0.15 |kosher-kravi i df i Ut hori zed LR Access to B ock 1
wawv kosher -kravi . i df.il/tenpl @s/ honepage/ honepage. aspx
124.90.50.196 |Chi na 147.237.0. 15 |kosher-kravi.idf.illLhtraceabl e SS_ Sessions: Protocol violation (SSL GONN QI BENT HALLO None 1
123.157.192. 122|Chi na 147.237.0. 15 |kosher-kravi.idf.illunhtraceabl e SS. Sessi ons: Protocol violation (SS. GONN QLIENT HHLO None 1
66. 249. 93. 167 | srael 147.237.0. 15 |kosher-kravi.idf.illLhaut hori zed UR. Access to kosher-kravi.idf.il/1134-he B ock 1
31.210.187. 202 |lsrael 147.237.0. 15 |kosher-kravi.idf.il|D stributed PH? Attenpt B ock 1
128. 232. 110. 29 LKJ?Ir:;éjom 147.237.0. 15 |kosher-kravi.idf.il|D stributed Unaut horized URL Access on 147.237.0. 15/ B ock 1
124.90. 48.188 |Chi na 147.237.0. 15 |kosher-kravi.idf.illunhtraceabl e SS. Sessi ons: Protocol violation (SS. GONN QLIENT HHLO None 1
54.153. 33. 152 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.illUhaut horized URL Access to 147.237.0. 15/ B ock 1
124. 90. 53. 81 Chi na 147.237.0. 15 |kosher-kravi.idf.illUntraceabl e SS_ Sessions: Protocol violation (SS. GONN QLIENT HHLO None 1
123. 158.49. 63 |Chi na 147.237.0. 15 |kosher-kravi.idf.illuhtraceabl e SS_ Sessions: Protocol violation (SS. GONN QLI ENT HH LO None 1
101. 68. 4. 70 Chi na 147.237.0. 15 |kosher-kravi.idf.illUhtraceabl e SS_ Sessions: Protocol violation (SSL GONN QLI ENT HHLO None 1
31.210. 187. 202 |lsrael 147.237.0. 15 |kosher-kravi.idf.illLhaut hori zed URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
124. 90. 49. 253  |Chi na 147.237.0. 15 |kosher-kravi.idf.illunhtraceabl e SS. Sessi ons: Protocol violation (SS. GONN QLIENT HHLO None 1
101. 68. 5. 58 Chi na 147.237.0. 15 |kosher-kravi.idf.illunhtraceabl e SS_ Sessi ons: Protocol violation (SS. GONN QLIENT HHLO None 1
61. 135.190.69 |China 147.237.0. 15 |kosher-kravi.idf.ilUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
124.90. 53.236 |Chi na 147.237.0. 15 |kosher-kravi.idf.illUhtraceabl e SS_ Sessions: Protocol violation (SS. GONN QLI ENT HHLO None 1
123.158.61.34 |Chi na 147.237.0. 15 |kosher-kravi.idf.illUhtraceabl e SS_ Sessions: Protocol violation (SS. GONN SERVER HHLO None 1
41.230.14.223 |Tunisia 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Uhaut hori zed URL Access from 41. 230. 14. 223 B ock 1
124.90.50.196 |Chi na 147.237.0. 15 |kosher-kravi.idf.i ]SS Unhtraceabl e Gonnection - Protocol violation (SSL CONN CLIENT HHLO |None 1
66. 249. 81. 155 | srael 147.237.0. 15 |kosher-kravi.idf.il|D stributed Uhaut hori zed URL Access on kosher-kravi.idf.il/1134-he B ock 1
124. 90. 48. 183 Chi na 147.237.0. 15 |kosher-kravi.idf.illUnhtraceabl e SS_ Sessions: Protocol violation (SS. GONN QLIENT HHLO None 1
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