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Top Attackers 

61.216.2.15, Taiwan

185.106.94.16, null

185.35.62.11, Switzerland

182.118.53.252, China

141.212.122.128, United States

202.112.51.96, China

79.183.200.60, Israel
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 11-30-2015 to 12-01-2015 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

185.106.94.16 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address
Attacker
Geo

Target
Address

Site Name Signature
Device
Action

Count

185.106.94.2 147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 12

61.216.2.15 Taiwan 147.237.0.15 kosher-kravi.idf.il
Streaming Engine: TCP Segment
Limit Enforcement

TCP segment out of maximum allowed
sequence. Packet dropped.

drop 9

2.54.189.4 Israel 147.237.0.15 kosher-kravi.idf.ilWeb Server Enforcement Violation Web Servers Slow HTTP Denial of Service reject 2

216.243.31.2
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

61.216.2.15 Taiwan 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 2

74.82.47.16
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

61.216.2.15 Taiwan 147.237.0.15 kosher-kravi.idf.ilBlock HTTP Non Compliant Response out of state monitor 1

185.35.62.53 Switzerland 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.90
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

66.240.192.138
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

61.160.224.129 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.4.116 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

141.212.122.128
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

87.69.87.39 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence SYN retransmit with different window scale alert 1

46.19.86.29 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

171.208.221.246 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

71.6.216.43
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

61.216.2.15 Taiwan 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number alert 1

218.22.211.69 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.139.67
United
States

147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 1

141.212.122.129
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

87.69.87.39 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence SYN retransmit with different window scale monitor 1

64.125.239.7
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

46.19.86.168 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

202.112.51.96 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

171.208.221.246 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.121.214
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.14
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.107
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

123.57.250.139 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

64.125.239.217
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

61.160.224.128 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.87
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.4.116 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number alert 1

141.212.121.215
United
States

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

 11-30-2015 to 12-01-2015 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

61.216.2.15 Taiwan 147.237.0.15 kosher-kravi.idf.il
Multiple Untraceable SSL Sessions from 61.216.2.15 (Protocol violation
(SSL_CONN_CLIENT_HELLO))

None 1

185.35.62.11 Switzerland 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

79.183.200.60 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.kosher-kravi.idf.il/894-he/orchot.asp Block 1

202.112.51.96 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.wooyun.org/ Block 1

141.212.122.128
United
States

147.237.0.15 kosher-kravi.idf.ilMalformed URL proxytest.zmap.io:80 Block 1

61.216.2.15 Taiwan 147.237.0.15 kosher-kravi.idf.ilMultiple Illegal Byte Code Character in Method from 61.216.2.15 Block 1

182.118.53.252 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1
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