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37.142.202. 22, |srael

188. 165. 15. 193, France

59. 45.79.117, China

167. 114. 242. 196, Canada
122. 140. 11. 96, Chi na

61. 160. 41. 209, Chi na
104.47.149.54, Lhited Sates
61.135. 190. 72, China

188. 165. 15. 181, France

94. 102. 48. 195, Net herl ands




11-29-2015 to 11-30-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action  |DPlocati on. Locati on | count |
167.114. 242. 196 Canada 147.237.0. 15 kosher-kravi .idf.il Frk _Under Attack Con Htps drop BBL- Fr ankf urt 2




11-29-2015 to 11-30-2015

|Top Attackers In IPS|

Attacker Address |Attacker Go |Target Addr ess |Ste |Sgna1 ure |mvi ce Action |Oount \
188. 165. 15. 193 France 147.237.0. 15 kosher-kravi .idf.il 28: HITP. AhrefBot craw er Bl ock 2
188. 165. 15. 200 France 147.237.0. 15 kosher-kravi .idf.il @28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 41 France 147.237.0. 15 kosher-kravi .idf.il (28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 181 Fance 147.237.0. 15 kosher-kravi .idf.il (28: HITP. AhrefBot craw er Bl ock 1




11-29-2015 to 11-30-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo|Target Address|Ste | gnature | count |
59. 45.79. 117 Chi na 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 2
61.160. 41. 209 [Chi na 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
94.102.48.195 [Netherlands |147.237.0.15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
122.140. 11. 96 |Chi na 147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
80. 82. 70. 230 Net herl ands |147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
104.47.149.54 |lhited Sates|147.237. 0. 15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1




11-29-2015 to 11-30-2015

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name | gnature | Devi ce Action |Count |
167.114.242.196 [Canada 147.237.0.15  |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 41
79.182. 167. 233 | srael 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 9
84.108. 56. 162 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 9
84.94.161. 118 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |[SYNretransmit wth different w ndow scal e noni t or 5
188. 120. 148. 174 |l srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 5
79.178. 3. 157 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCOP sequence |lInvalid ACK nunber noni t or 4
79.178. 3. 157 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid seqguence nuniber noni t or 4
84.108. 56. 162 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 4
81.218. 168. 129 | srael 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 2
216.243.31. 2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |drop SAMrul e drop 2
180. 97. 106. 161 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
141.212.121.203 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 166. 139. 20 Net her | ands 147.237.0.15  |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
185. 106. 94. 2 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
112. 74. 67. 109 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 91 Lhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
141.212.121.204 |Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52.28.32. 164 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
171.208.221.246 [China 147.237.0.15  |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.121.192 [lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST alert 1
184.105. 139. 107 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.244. 22. 103 Lhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti meout rej ect 1
216.218.206. 108 |lhited Sates |147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
173.192. 36. 67 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.121.192 |[lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 85. 88 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 1
185. 56. 80. 192 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
169. 229. 3. 90 Lhited Sates |147.237.0. 15 kosher-kravi .idf.il |SYN Attack SYN - > SYN-ACK -> RST aert 1
74.82. 47. 27 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1




11-29-2015 to 11-30-2015

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
46. 166. 139. 20 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 15/ xni rpc. php B ock 1
61.135. 190. 72 Chi na 147.237.0. 15 kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 15/ B ock 1
37.142. 202. 22 | srael 147.237.0. 15 kosher-kravi.idf.il |DOstributed PH? Atenpt B ock 1
66. 249. 93. 159 | srael 147.237.0.15 kosher-kravi.idf.il |Uhauthorized URL Access to kosher-kravi.idf.il/1134-he Bl ock 1
37.142.202. 22 | srael 147.237.0. 15 kosher-kravi.idf.il |Uhauthorized URL Access to kosher-kravi.idf.il/xnrpc. php B ock 1
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