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Top Attackers 

50.87.161.155, United States

78.46.157.220, Germany

78.46.5.136, Germany

45.55.36.68, null

50.87.43.17, United States

84.228.109.15, Israel

37.142.68.0, Israel

162.243.103.236, United States

188.165.15.193, France

89.248.172.27, Netherlands
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.193 France 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 2

161.202.41.12 Netherlands 147.237.0.15 kosher-kravi.idf.il C003: HTTP: phpMyAdmin access Block 1
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Top Attackers In IDS

Attacker Address Attacker Geo
Target
Address

Site Signature Count

111.243.221.251 Taiwan 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

162.216.46.6 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

182.127.132.90 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

54.183.246.95 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 4096 1

89.248.172.27 Netherlands 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

104.192.0.226 United States 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

113.84.140.250 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

171.250.102.22 Vietnam 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

31.6.71.154 Poland 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

95.54.216.245
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

78.47.17.5 Germany 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 3

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

146.185.239.102 Russian Federation 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

123.57.250.139 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

45.79.166.59 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

171.250.102.22 Vietnam 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

188.138.17.205 France 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

161.202.41.12 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

123.125.71.13 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

64.125.239.35 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

176.13.7.33 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

141.212.122.122 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

85.90.247.26 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.122 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

139.162.146.245 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.28 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.7.33 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.123 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

123.57.250.139 China 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

74.82.47.48 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.247.224 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

50.87.161.155
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 50.87.161.155 Block 3

45.55.36.68 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 3

78.46.5.136 Germany 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 3

50.87.43.17
United
States

147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 3

78.46.157.220 Germany 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 3

50.87.161.155
United
States

147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 3

78.46.157.220 Germany 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 78.46.157.220 Block 2

45.55.36.68 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/index.php Block 2

78.46.5.136 Germany 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/index.php Block 2

84.228.109.15 Israel 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 84.228.109.15 Block 2

84.228.109.15 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/sip_storage/files/3/1773.jpg

Block 1

78.46.5.136 Germany 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 78.46.5.136 Block 1

50.87.43.17
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 50.87.43.17 Block 1

37.142.68.0 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

178.255.215.87 France 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

141.212.122.112
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Malformed URL from 141.212.122.112 Block 1

50.87.43.17
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/index.php Block 1

45.55.36.68 147.237.0.15 kosher-kravi.idf.ilDistributed Admin Blocking Block 1

78.46.157.220 Germany 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/index.php Block 1

78.46.5.136 Germany 147.237.0.15 kosher-kravi.idf.ilDistributed Admin Blocking Block 1

50.87.43.17
United
States

147.237.0.15 kosher-kravi.idf.ilDistributed Admin Blocking Block 1

162.243.103.236
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 162.243.103.236 Block 1

78.46.157.220 Germany 147.237.0.15 kosher-kravi.idf.ilDistributed Admin Blocking Block 1

50.87.161.155
United
States

147.237.0.15 kosher-kravi.idf.ilDistributed Admin Blocking Block 1

37.142.68.0 Israel 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 1

162.243.103.236
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

45.55.36.68 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 45.55.36.68 Block 1
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