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Attacker Address |A1tacker Go |Tar get Address |S te |mvi ce Action
188. 165. 15. 193 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 2




11-26-2015 to 11-27-2015

|Top Attackers In |D|

A tacker

Tar get

Attacker Address Geo Addr ess ‘S te ‘S gnature ‘Oount
113. 233.97. 130 |cni na 147 237.0.15 |kosher-kravi i df'”gr(fm Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
180. 153. 104. 125|Chi na 147.237.0.15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
191. 182. 176. 237|Brazi| 147. 237. 0. 15 kosher-kravi.idf.ilngSgAN Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
196.47.173. 21 te Dlvoire|147. 237. 0. 15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS wi ndow 2048 1
46. 228. 207. 18  |Ger nany 147.237.0.15 |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
104. 43. 236. 38 g"mts: 147.237.0.15 |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 3072 1
180. 153. 104. 125|Chi na 147.237.0.15 |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
180. 210. 201. 106 |9 ngapor e 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
196.47.173.21 |Gote Dlvoire|147.237.0.15 |kosher-kravi.idf.i|[ET SCAN NVAP -f -sS 1
196.47.173.21 |Gte Dlvoire|147.237.0.15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS w ndow 3072 1
39 74.114. 65 Chi na 147. 237. 0. 15 kosher-kravi.idf.ilngSgAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
59. 45.79. 117 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
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Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
216.243.31.2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
141.212.121. 192 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST al ert 1
66. 249. 84. 109 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d sequence nunber noni t or 1
184. 105. 139. 67 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
141.212. 122. 124 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
85. 65. 94. 7 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
64.125.239. 178 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 3. 146. 227 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST alert 1
141.212.121.192 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 84. 109 | srael 147.237.0.15 kosher-kravi .idf.il SYN At ack SYN -> SYN ACK -> RST rej ect 1
221.231.6.195 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
184. 105. 139. 75 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212. 122. 125 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
104. 192. 0. 226 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 84. 109 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
212.59. 240. 221 Pol and 147.237.0.15 kosher - kravi .idf.il SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 92 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
66. 249. 84. 109 | srael 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 1
184.105. 139. 111 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 136 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
112. 74. 67. 109 Chi na 147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
66. 249. 84. 109 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216. 218. 206. 83 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
171. 208. 221. 246 Chi na 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
141. 212.122. 93 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 65. 94. 7 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 223 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At tack SYN -> SYN ACK -> RST rej ect 1
141.212.122.137 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




11-26-2015 to 11-27-2015

|Top Attackers In V\AF|

A tacker Tar get

Devi ce

Attacker Address Geo Addr ess Sgnature Action ‘Oount
141.212.122. 112 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.il|Mal fornmed URL proxytest. znap.io: 80 B ock 1

.. . . fUnauthori zed URL Access to
66. 249. 65. 101 | sr ael 147.237.0.15 |kosher-kravi .idf. i vawu kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

Uhaut hori zed URL Access to

180.76.15.136  |Chi na 147.237.0.15 |kosher-kravi .idf. i vawu kosher -kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
85. 65. 185. 40 | srael 147.237.0. 15 |kosher-kravi.idf.il|D stributed PHP A tenpt B ock 1
85. 65. 185. 40 | srael 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Unaut hori zed URL Access from 85. 65. 185. 40 B ock 1
61. 135. 190. 198 |Chi na 147.237.0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
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