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Top Attackers 

109.64.7.124, Israel

93.113.125.11, Romania

87.69.11.136, Israel

61.135.190.69, China

180.153.104.125, China

112.246.17.254, China

27.221.10.43, China

171.42.196.217, China

120.55.125.210, China

188.165.15.193, France
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

188.165.15.81 France 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 1

188.165.15.193 France 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS

Attacker Address
Attacker
Geo

Target
Address

Site Signature Count

27.221.10.43 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

112.246.17.254 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

118.121.196.3 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

171.42.196.217 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

93.113.125.11 Romania 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

116.228.38.138 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

120.55.125.210 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

180.153.104.125 China 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 4096 1
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Top Attackers In FW

Attacker Address Attacker Geo
Target
Address

Site Name Signature
Device
Action

Count

93.113.125.11 Romania 147.237.0.15 kosher-kravi.idf.il
Streaming Engine: TCP Segment
Limit Enforcement

TCP segment out of maximum allowed
sequence. Packet dropped.

drop 9

128.232.110.28 United Kingdom 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 4

93.113.125.11 Romania 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

52.28.32.164 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

171.208.221.246 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.183 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

84.108.187.66 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

42.120.160.43 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

142.4.105.172 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

74.82.47.28 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

180.97.106.161 China 147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 1

141.212.121.184 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

91.235.106.1
Russian
Federation

147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 1

42.156.139.43 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

74.82.47.36 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.247.199 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST alert 1

93.113.125.11 Romania 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number alert 1

46.19.85.150 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

132.72.99.142 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

74.82.47.39 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

61.135.190.69 China 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/ Block 1

109.64.7.124 Israel 147.237.0.15 kosher-kravi.idf.il Distributed PHP Attempt Block 1

87.69.11.136 Israel 147.237.0.15 kosher-kravi.idf.il Distributed PHP Attempt Block 1

109.64.7.124 Israel 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

87.69.11.136 Israel 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

93.113.125.11 Romania 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to /readme_for_decrypt.txt Block 1
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