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96.31.92.94, Lhited Sates

115. 231. 222. 40, China

61. 135. 190. 200, Chi na

203.197. 205. 118, India

110. 244. 29. 89, Chi na

40.77.167. 47, Whited Sates
194.72.112. 130, United Ki ngdom
104. 219. 238. 10, nul |

162. 222. 185. 165, Lhited Sates
74.117.209. 136, Lhited Sates
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

|Target Address |Ste
115. 231. 222. 40 Chi na

|9 gnature | Device Action  |DPIocation. Location |count |
147.237.0. 15 kosher - kravi . i df.il Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .i df.il Frk Purple Gon_Linit Htp drop BBL- Fr ankf urt 1
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|Top Attackers In |D|

Tar get

Attacker Address |Attacker Geo dgnature
Addr ess

74.117.209. 136 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
110. 244.29. 89 |chi na 147. 237 0. 15 |kosher-kravi _i df-”gr;?N Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
194.72.112. 130 LK?';gegom 147.237.0. 15 |kosher-kravi.idf.i|ET PCLI CY | ncomi ng Basi ¢ Auth Base64 HITP Password det ect ed unencrypt ed 1
104. 219. 238. 10 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
162. 222. 185. 165|Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
203. 197. 205. 118]Indi a 147.237.0. 15 |kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature |Device Action  |Count |
46.19. 85. 242 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 25
46.19. 86. 180 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
101. 6. 30. 81 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN ACK - > Ti neout rej ect 2
46. 19. 86. 67 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST rej ect 2
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST alert 1
93.174. 93. 50 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19. 86. 116 | srael 147.237.0. 15 kosher -kravi .idf.il Bad TCP sequence I nval i d ACK nunber noni t or 1
184. 105. 247. 247 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.182. 243. 196 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti meout rej ect 1
54.244. 22. 103 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
216. 218. 206. 87 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
5. 28. 190. 53 | srael 147.237.0. 15 kosher -kravi .idf.il Bad TCP sequence I nval i d ACK nunber noni t or 1
188. 138. 17. 205 France 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK -> Ti neout rej ect 1
141.212.121. 192 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST alert 1
71.6.216. 61 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
46.19. 85. 246 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 102 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
176.12.138. 114 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence I nval i d ACK nunber alert 1
112. 74. 67. 109 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.244. 22. 103 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
46. 19. 85. 128 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence I nval id ACK nunber noni t or 1
194, 72.112. 130 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
141.212.121. 192 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
74.82.47.12 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
176.12. 138. 114 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
123.57.57. 11 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.244. 22. 103 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence I nval id ACK nunber noni t or 1
46.19. 85. 241 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
202.112.51. 96 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
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At acker Tar get

‘Ste

Devi ce

Geo Addr ess Sgnature Action ‘Oount
96. 31. 92. 94 gmalt:g 147.237.0. 15 |kosher-kravi.idf.illMil ti pl e Uhaut horized URL Access from 96. 31. 92. 94 B ock 5

Lhi ted .. . . fUnaut hori zed URL Access to
40.77.167. 47 Sates 147.237.0.15 |kosher-kravi .i df. 1| kosher-kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
112. 74.67.109 |Chi na 147.237.0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access t o wawv wooyun. or g/ B ock 1
61. 135. 190. 200 |Chi na 147.237.0. 15 |kosher-kravi.idf.iljUhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1

Lhi ted .. . . [Unaut hori zed URL Access to
96.31.92.94 Sates 147.237.0.15 [kosher-kravi . i df .| l\/\mw kosher-kravi . i df.il/tenpl at es/ honepage/ honepage. aspx Bl ock !
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