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Top Attackers

104. 47. 147. 196, hited Sates
115. 231. 222. 40, Chi na
212.179.21. 194, |srael
212.143.172. 93, |srael

85. 25.92. 80, Gernany
61.135.190. 71, Chi na
43.229.53. 89, Japan

183. 14. 16. 227, Chi na

98.119. 105. 221, Lhited Sates
27.211.15.50, China




11-22-2015 to 11-23-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

|Target Address |Ste
115. 231. 222. 40 Chi na

|9 gnature | Device Action  |DPIocation. Location |count |
147.237.0. 15 kosher - kravi . i df.il Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .i df.il Frk Purple Gon_Linit Htp drop BBL- Fr ankf urt 1




11-22-2015 to 11-23-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess

|Ste \Sgnature \I:evice Action |Oount |
104. 47. 147. 196 Lhited Sates [147.237.0.15 kosher-kravi.idf.il ]20086: HITP. Mii ebl ackcat Security Scanner B ock 197
104. 47. 147. 196 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 5




11-22-2015 to 11-23-2015

|Top Attackers In |D|

Attacker Address|Attacker Geo|Target Address|Ste | gnature | count |
104. 47.147. 196 |Lhited Sates|147.237. 0. 15 |kosher-kravi.idf.il|[ET WEB SERVER Mii ebl ackcat scanner 3
43.229.53. 89 Japan 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
98. 119. 105. 221 |Lhited Sates|147. 237. 0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
175. 175. 56. 195 |Chi na 147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
183. 14. 16. 227 |China 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Behavi oral Lhusual | y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
27.211.15.50 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
85.93.0. 15 Ger nany 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
179.124.44.98 |Brazil 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1




11-22-2015 to 11-23-2015

|Top Attackers In FW |

Attacker Address

|Attacker Geo |Target Address |Ste

| Name

| gnature

| Device Action |Count |

85. 250. 94. 108 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 14
212. 143.172. 93 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 3
46. 19. 86. 204 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
216.243.31. 2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.102. 254. 191 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 2
74.82. 47. 42 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
219. 144.181. 18 Chi na 147.237.0.15  |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
176.13.4. 24 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 1
141.212.121.209 |lLhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 128 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 1
171. 208. 221. 246 |Chi na 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
141.212.121.192 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.58 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
180. 97. 106. 37 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.121.210 |ULhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104. 47. 147. 196 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
216. 218. 206. 82 Lhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
171.208. 221.246 |China 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.197 |[lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
79.183. 21. 232 | srael 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 247 |lLhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 90 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST al ert 1
112. 74. 67. 109 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
52.28. 32. 164 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti meout rej ect 1
176.13.4.24 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |lInvalid ACK nunber alert 1
141.212.121.198 [lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 158 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber noni t or 1
212.59. 240. 221 Pol and 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 1
169. 229. 3. 90 Lhited Sates |[147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
141.212.121.192 [lhited Sates |147.237.0.15 kosher-kravi .idf.il |SYN Attack SYN - > SYN-ACK -> RST alert 1
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|Top Attackers In V\AF|

At acker Tar get

Devi ce

Geo Addr ess Sgnature Action ‘Oount
.. . . lUhaut hori zed URL Access to
212.179. 21. 194 |l srael 147.237.0. 15 |kosher-kravi . i df"lvwwkosher-kravi Jidf.il/sip storagelfiles/3/1773.j pg B ock 1
212.143.172. 93 |l srael 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Unauthori zed URL Access from212.143. 172. 93 B ock 1
.. . . JUhaut horized URL Access to
212.143.172. 93 |l srael 147.237.0. 15 |kosher-kravi.idf.il ww kosher-kravi . i of .i1/si p_storage/files/ 3 1773. pg B ock 1
61.135.190. 71 |China 147.237.0. 15 |kosher-kravi.idf.il|Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
212.179.21. 194 |lsrael 147.237.0. 15 |kosher-kravi.idf.iljMiltipl e Waut hori zed UR. Access from 212.179.21.194 B ock 1
85. 25. 92. 80 Cer many 147.237.0. 15 |kosher-kravi.idf.il|Uhaut hori zed URL Access to /robots. txt B ock 1
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