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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
64. 246. 165. 160 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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11-21-2015 to 11-22-2015

|Top Attackers In |D|

A tacker Tar get

Attacker Address Geo Addr ess ‘S te ‘S gnature ‘Oount
159. 8. 93. 183 Net herl ands |147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
180. 153. 104. 125|Chi na 147.237.0.15 |kosher-kravi.idf.i|JET SCAN NVAP -f -sS 1
180. 153. 104. 125|Chi na 147.237.0. 15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
204. 151. 29. 209 Lshlalt:: 147.237.0.15 |kosher-kravi.idf.i|JET SCAN NVAP -f -sS 1
204. 151. 29. 209 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.i |[ET SCAN NMAP -sS wi ndow 4096 1
222.186. 34. 142 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
27213 224. 213 |cni na 147. 237.0. 15 kosher-kravi.idf.ilng Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
122.114.17.100 |Chi na 147.237.0.15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
178. 62. 126. 13 g];;:g 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
180. 153. 104. 125|Chi na 147.237.0.15 |kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
185. 106. 94. 66 147.237.0.15 |kosher-kravi.idf.i|JET SCAN Potential VNC Scan 5900- 5920 1
204. 151. 29. 209 g‘;tt:: 147.237.0. 15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
219. 153. 65. 239 |Chi na 147.237.0.15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
74.117. 209. 136 LSJIqlatt:sd 147.237.0. 15 |kosher-kravi.idf.i |[ET SCAN NMAP -sS wi ndow 1024 1




11-21-2015 to 11-22-2015

|Top Attackers In FW |

169. 229. 3. 90 Lhited Sates 147. 237.
176.12. 142. 10 | srael 147. 237.
141.212. 122. 95 Lhited Sates 147. 237.
216. 218. 206. 98 Lhited Sates 147. 237.
169. 229. 3. 90 Lhited Sates 147. 237.
141.212.121.192 |[lhited Sates 147. 237.
184. 105. 139. 104 [lhited Sates 147. 237.

15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert
15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or
15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert
15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

Atacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
64. 246. 165. 160 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |Header Rejection header rejection pattern found in request noni t or 9
109. 65. 30. 211 | srael 147.237.0.15 [kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 4
46.19. 86. 145 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence [lnvalid ACK nunber noni t or 4
171.208. 221. 246 |Chi na 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 3
216.243.31.2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> RST rej ect 2
141.212.122. 80 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 2
46.19. 85. 141 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence [lnvalid ACXK nunber noni t or 2
203.67.9. 74 Tai wan 147.237.0.15 [kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
149. 88. 38. 22 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACK nunber alert 1
141.212.121.192 |lhited Sates 147.237.0.15 [|kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
37.193. 70. 10 Russi an Federation [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
184. 105. 247.223 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 88. 38. 22 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACXK nunber noni t or 1
74.82.47. 46 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 12. 142. 10 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence [lnvalid ACK nunber alert 1
0. 1
0. 1
0. 1
0. 1
0. 1
0. 1
0. 1
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|Top Attackers In V\AF|
Attacker Address

|Attacker Geo |Target Address |Ste | gnature | Devi ce Action | Count |
107. 150. 55. 52 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Uauthorized UR. Access to / B ock 1
185. 106. 94. 2 147.237.0. 15 kosher-kravi.idf.il |Uhaut hori zed URL Access to 147.237.0. 15/ cgi - bi n/ php B ock 1
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