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Top Attackers 

204.151.29.209, United States

180.153.104.125, China

64.246.165.160, United States

159.8.93.183, Netherlands

27.213.224.213, China

185.106.94.66, null

122.114.17.100, China

185.106.94.2, null

107.150.55.52, United States

222.186.34.142, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

64.246.165.160 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address
Attacker
Geo

Target
Address

Site Signature Count

159.8.93.183 Netherlands 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

180.153.104.125 China 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -f -sS 1

180.153.104.125 China 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 2048 1

204.151.29.209
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -f -sS 1

204.151.29.209
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 4096 1

222.186.34.142 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

27.213.224.213 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

122.114.17.100 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

178.62.126.13
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

180.153.104.125 China 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

185.106.94.66 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

204.151.29.209
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 2048 1

219.153.65.239 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

74.117.209.136
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

 11-21-2015 to 11-22-2015 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

64.246.165.160 United States 147.237.0.15 kosher-kravi.idf.il Header Rejection header rejection pattern found in request monitor 9

109.65.30.211 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 4

46.19.86.145 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 4

171.208.221.246 China 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 3

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

141.212.122.80 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 2

46.19.85.141 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 2

203.67.9.74 Taiwan 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 2

149.88.38.22 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

37.193.70.10 Russian Federation 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.247.223 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

149.88.38.22 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

74.82.47.46 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.12.142.10 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

176.12.142.10 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.95 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.98 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

184.105.139.104 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

107.150.55.52 United States 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to / Block 1

185.106.94.2 147.237.0.15 kosher-kravi.idf.il Unauthorized URL Access to 147.237.0.15/cgi-bin/php Block 1

 11-21-2015 to 11-22-2015 

 11-21-2015 to 11-22-2015 


