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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste

|9 gnature

| Device Action  |DPIocation. Location
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
108. 161. 253. 41 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il L4 Source or Dest Port Zero drop BBL- | srael 1
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |A1 tacker Geo |Tar get Address | Ste | Devi ce Action
151. 80. 31. 141 Italy 147.237.0. 15 kosher-kravi .idf.il 28: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

A tacker

Tar get

Attacker Address Geo Addr ess ‘Ste ‘Sgnature ‘Oount
89. 248. 168. 213 |Netherlands |147.237.0.15 |kosher-kravi.idf.il|JET SCAN Potential VNC Scan 5900- 5920 1
149. 210. 216. 112|Net herl ands |147. 237. 0. 15 |kosher-kravi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
203. 197. 205. 118|Indi a 147.237.0. 15 |kosher-kravi.idf.i|[ET SCAN NVAP -f -sS 1
222.186.56.42 |China 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
31.6.71. 154 Pol and 147.237.0.15 |kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
112. 105. 240. 15 |Tai wan 147. 237 0. 15 kosher-kravi.idf.ilgrcsgm\l Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
162. 222. 185. 165 L;;;:g 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
203.197. 205. 118]Indi a 147.237.0.15 |kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
171. 208. 221. 246 Chi na 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
46.19. 85. 152 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
188. 138. 41. 149 Ger nany 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
141.212.122. 174 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
123.57.57. 11 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 176 | srael 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
216. 218. 206. 82 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141. 212.122. 86 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.111.2.71 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 212 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
142. 4.105. 172 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
124. 158. 108. 137 Mongol i a 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 237 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
216. 218. 206. 83 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 14. 232 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 122. 87 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
84.111.2.71 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
46. 19. 85. 152 | srael 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence I nval i d sequence nunier noni t or 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN - > SYN-ACK -> RST al ert 1
141.212.121. 192 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST al ert 1
66. 240. 192. 138 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
216. 218. 206. 87 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
180. 76. 15. 11 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 173 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
104. 40. 85. 39 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46.19. 86. 176 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
213.57.201. 146 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At tack SYN -> SYN ACK -> RST rej ect 1
141.212.121.192 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 75. 49 | srael 147.237.0. 15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
40.77. 167. 64 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97. 106. 36 Chi na 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

|Atacker Geo |Target Address |Ste

Attacker Address

| gnature

| Device Action |Count |
131. 162. 130. 180 Canada 147.237.0. 15 kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ Bl ock 1
141.212.122. 160 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ Bl ock 1
61. 135. 190. 72 Chi na 147.237.0.15 kosher-kravi.idf.il |Dstributed Uaut hori zed URL Access on 147.237. 0. 15/ Bl ock 1
62. 25. 16. 234 Net her | ands 147.237.0.15 kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ Bl ock 1
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