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Top Attackers 

212.143.172.93, Israel

220.245.240.26, Australia

171.250.102.210, Vietnam

89.248.172.140, Netherlands

141.212.122.96, United States

61.135.190.200, China

110.20.7.193, Australia

54.183.200.80, United States

94.60.70.12, Portugal

41.38.174.185, Egypt
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

167.88.12.198 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address
Attacker
Geo

Target
Address

Site Signature Count

171.250.102.210 Vietnam 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 2

93.174.93.68 Netherlands 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

110.20.7.193 Australia 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

220.245.240.26 Australia 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

89.248.172.140 Netherlands 147.237.0.15 kosher-kravi.idf.ilET SCAN Behavioral Unusually fast Terminal Server Traffic, Potential Scan or Infection 1

94.60.70.12 Portugal 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

220.245.240.26 Australia 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 3072 1

27.195.82.79 China 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

68.180.229.94 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 305

68.180.229.94 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 77

68.180.229.230 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 68

68.180.229.94 United States 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 64

212.199.251.227 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 16

68.180.229.230 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout alert 15

212.199.251.227 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 8

46.19.86.143 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 6

46.19.86.143 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid sequence number monitor 4

5.102.254.201 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 3

46.19.86.171 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 3

212.199.251.227 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid sequence number monitor 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

40.77.167.61 United States 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 2

61.236.93.78 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

216.218.206.110 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

41.38.174.185 Egypt 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

180.97.106.36 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.122 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

5.102.254.201 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

180.76.15.151 China 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.108 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

80.246.130.111 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

66.249.75.49 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.169 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

209.126.117.15 United States 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

141.212.121.192 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

212.199.251.227 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

180.76.15.160 China 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.109 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

80.246.130.212 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.86.58 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

169.229.3.90 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.73 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.84 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

180.76.15.163 China 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.121 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

109.65.80.107 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.58 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid sequence number monitor 1

176.12.141.64 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.74 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.46 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

212.143.172.93 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/sip_storage/files/3/size338x0/1773.jpg

Block 2

141.212.122.112
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to /x Block 1

54.183.200.80
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

212.143.172.93 Israel 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 212.143.172.93 Block 1

61.135.190.200 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

141.212.122.96
United
States

147.237.0.15 kosher-kravi.idf.ilMalformed URL proxytest.zmap.io:80 Block 1

41.38.174.185 Egypt 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

 11-19-2015 to 11-20-2015 

 11-19-2015 to 11-20-2015 


