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W 212.143.172. 93, |srael

220. 245. 240. 26, Australia
171. 250. 102. 210, Vi et nam
89. 248. 172. 140, Net herl ands
141.212.122.96, Whited Sates
61. 135. 190. 200, Chi na
110.20.7.193, Australia
54.183.200. 80, Lhited Sates
94. 60. 70. 12, Portugal

W 41.38.174. 185, Egypt
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167.88. 12. 198 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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|Top Attackers In |D|

A tacker

Tar get

Attacker Address Geo Addr ess ‘S te ‘S gnature ‘Oount
171. 250. 102. 210\ et nam 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 2
93.174. 93. 68 Net herl ands |147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
110. 20. 7. 193 Australia 147.237.0.15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
220. 245.240.26 |Australia 147.237.0.15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
89.248. 172. 140 |Netherlands |147.237.0.15 |kosher-kravi.idf.illET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection 1
94. 60. 70. 12 Port ugal 147.237.0.15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
220. 245. 240. 26 |Australia 147.237.0.15 |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 3072 1
27.195. 82. 79 Chi na 147.237.0.15 |kosher-kravi _i df'”grf\l Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute 1
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68. 180. 229. 94 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 305
68. 180. 229. 94 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti meout alert 77
68. 180. 229. 230 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 68
68. 180. 229. 94 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 64
212.199. 251. 227 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 16
68. 180. 229. 230 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 15
212.199. 251. 227 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber aert 8
46. 19. 86. 143 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
46.19. 86. 143 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d sequence nunber noni t or 4
5. 102. 254. 201 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 86. 171 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
212.199. 251. 227 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d sequence nunber noni t or 2
216.243.31. 2 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 2
40.77. 167. 61 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
61. 236. 93. 78 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218. 206. 110 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41. 38. 174. 185 Egypt 147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
180. 97. 106. 36 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 122 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212.121. 192 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN - > SYN-ACK -> RST al ert 1
5. 102. 254. 201 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
180. 76. 15. 151 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 108 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
80. 246. 130. 111 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 249. 75. 49 | srael 147.237.0. 15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 169 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
209. 126. 117. 15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST al ert 1
141.212.121. 192 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At tack SYN -> SYN ACK -> RST rej ect 1
212.199. 251. 227 | srael 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
180. 76. 15. 160 Chi na 147.237.0. 15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212. 122. 109 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 130. 212 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46. 19. 86. 58 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
141.212.122.73 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 84 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
180. 76. 15. 163 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.121 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 80. 107 | srael 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 58 | srael 147.237.0. 15 kosher - kravi .idf.il Bad TCP sequence I nval i d sequence nunier noni t or 1
176. 12. 141. 64 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 74 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 46 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1




11-19-2015 to 11-20-2015

|Top Attackers In V\AF|

A tacker Tar get Devi ce

Attacker Address Sgnature

‘Oount

Ceo Addr ess Action
. . [Unaut hori zed URL Access to
212.143.172.93 |lsrael 147.237.0. 15 |kosher-kravi.idf.il Kosher-kravi .idf.il/sip storagel il es/ 3 si ze338x0/ 1773.] pg Bl ock 2
141. 212.122. 112 g"a::s 147.237.0. 15 |kosher-kravi.idf.iljUnaut hori zed URL Access to /x B ock 1
54. 183. 200. 80 gq;tt:: 147.237. 0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
212.143.172.93 |lsrael 147.237.0. 15 |kosher-kravi.idf.il|Mil ti pl e Uhaut hori zed URL Access from 212. 143.172. 93 B ock 1
61.135.190.200 |China 147.237.0. 15 |kosher-kravi.idf.ilJUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
141. 212.122. 96 LSJIanttss 147.237.0. 15 |kosher-kravi.idf.i|Mal formed URL proxytest.zmap.io: 80 B ock 1
41.38.174.185 |Egypt 147.237. 0. 15 |kosher-kravi.idf.illUnhaut hori zed URL Access to 147.237.0. 15/ B ock 1
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