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71.6.135.131, lhited Sates
81.31.244.14, Iran, Islamc Republic of
167.88.12.220, Lhited Sates

5.10. 74. 196, Net her| ands

104. 236. 220. 248, nul |

66.102.9.93, Lhited Sates
167.88.7.249, Lhited Sates

104. 236. 17. 36, nul |

188. 165. 15. 188, France

66.102. 7.224, Lhited Sates




11-16-2015 to 11-17-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
167.88. 7. 232 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
167. 88. 7. 241 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
167. 88. 7. 242 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
167. 88. 7. 249 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
167. 88. 12. 220 Lhited Sates 147.237.0.15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
180. 97. 106. 37 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Frankf urt 1
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|Top Attackers In IPS|

Attacker Address |A1tacker Go |Tar get Address |S te |mvi ce Action
188. 165. 15. 188 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Tar get

Attacker Geo Sgnature
Addr ess
71.6.135 131 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.i|ET SCAN NVAP -f -SS 1
81.31. 244, 14 Lfra”’ Istamc RpUbliC 1147 537 .15 |kosher-kravi.idf.i|ET SCAN NVAP - sS wi ndow 1024 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or

175. 20. 114. 162 |ni na 147.237.0. 15 |kosher-kravi .idf.il 1
Brute Force

5.10. 74. 196 Net her | ands 147. 237. 0. 15 |kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1

71.6.135.131 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS w ndow 2048 1

81.31. 244,14 | f@ Istamc Republic |y o 507 o 15 |kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 3072 1

of
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|Top Attackers In FW |

Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
46.116. 180. 224 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
84.110. 37. 84 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
176. 13. 14. 45 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 85. 136 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
176.12.139. 79 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.121. 215 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 74. 90 | srael 147.237.0. 15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
212.179. 155. 129 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 76. 15. 25 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 90 Lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST alert 1
85. 65. 53. 98 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
46.19. 85. 171 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
180. 76. 15. 147 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 13. 14. 45 | srael 147.237.0.15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
141.212.121. 216 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.216. 52 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31. 2 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
180. 76. 15. 33 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 90 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
141.212.121. 192 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST al ert 1
188. 138. 17. 205 France 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122.133 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.182.107. 131 | srael 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 76. 15. 136 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 12. 139. 79 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
141.212.121. 192 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
66. 249. 66. 100 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
199. 16. 156. 124 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
180. 76. 15. 24 Chi na 147.237.0.15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.134 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 139 Chi na 147.237.0. 15 kosher - kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1




11-16-2015 to 11-17-2015

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
104. 236. 17. 36 147.237.0.15 |kosher-kravi.idf.il |D stributed Lhauthori zed URL Access on / B ock 1
66.102. 7. 224 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |Uhaut hori zed URL Access to kosher-kravi.idf.il/1134-he Bl ock 1
104. 236. 220. 248 147.237.0.15 |kosher-kravi.idf.il |Uhaut hori zed URL Access to / Bl ock 1
66. 102. 9. 93 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il O stributed Unaut hori zed URL Access on kosher-kravi.idf.il/1134-he Bl ock 1
40. 117. 44. 123 Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il |Uhaut horized URL Access to 147.237.0. 15/ B ock 1
104. 128. 144. 131 |Canada 147.237.0.15 |kosher-kravi.idf.il |Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
61. 135. 190. 69 Chi na 147.237.0.15 |kosher-kravi.idf.il |Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
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