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113. 21. 228. 94, Bangl adesh
W 45.32.16.50, null
68. 168. 137. 2, Canada
H 157.55.39.65, Lhited Sates
H 104.131.49.99, Lhited Sates
[0 212.7.209.9, Netherl ands
W 45.55. 249. 186, nul |
157.55.39.21, Lhited Sates
H 85.17.239. 155, Net herl ands




11-15-2015 to 11-16-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo |Target Address |Ste |9 gnature | Device Action |DPlocation. Location  |Count |
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk _Under Attack Con Htp drop BBL- Fr ankf urt 2
146. 185. 239. 100 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
167. 88. 10. 83 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
167. 88. 12. 203 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop BBL- Fr ankf urt 1
115. 231. 222. 40 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk Purple Gon Limt_Htp dr op BBL- Fr ankf urt 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Count
212.7.209.9 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.60. 2. 195 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
45. 32. 16. 50 147.237.0.15 kosher-kravi .idf .il ET SCAN NVAP -f -sS 1
68. 168. 137. 2 Canada 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 21. 228. 94 Bangl adesh 147.237.0.15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
113. 21. 228. 94 Bangl adesh 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 3072 1
40. 115. 58. 160 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
45. 32. 16. 50 147.237.0.15 kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 2048 1
85.17. 239. 155 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 21. 228. 94 Bangl adesh 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1




11-15-2015 to 11-16-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |gte | Name | gnature | Devi ce Action |count |
46. 19. 85. 225 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.120. 195. 6 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
46. 120. 195. 6 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
66. 249. 66. 104 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
171. 208. 221. 246 Chi na 147.237.0. 15 kosher - kravi .idf.il drop SAMrul e drop 2
176. 12. 141. 225 | srael 147.237.0. 15 kasher-kravi .idf.il Bad TCP sequence Invali d ACK nunber aert 1
46.19. 85. 172 | srael 147.237.0.15 kosher-kravi .i df.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 139. 67 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
176.13.2.92 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
93.172. 26. 185 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
66. 249. 66. 64 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 76. 15. 23 Chi na 147.237.0. 15 kasher-kravi .idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
176. 12. 141. 225 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 249. 66. 125 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
209. 126. 117. 15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
176. 13. 18. 217 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
158. 69. 53. 212 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 66. 100 | srael 147.237.0. 15 kaosher-kravi .idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
5.22.131.184 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
180. 76. 15. 134 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 12. 144. 170 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
79.182.107. 131 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 76. 15. 18 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
66. 249. 66. 104 | srael 147.237.0. 15 kasher-kravi .idf.il Bad TCP sequence Invali d ACK nunber aert 1
46.19. 85. 136 | srael 147.237.0. 15 kosher-kravi .i df.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 76. 15. 144 Chi na 147.237.0. 15 kosher-kravi .i df.il Bad TCP sequence Inval i d ACK nunber noni t or 1
176. 12. 144. 170 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 130. 200 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 76. 15. 18 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
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|Top Attackers In V\AF|

At acker Tar get

Devi ce

Geo Addr ess ‘S te Sgnature Action ‘Oount
104. 131. 49. 99 ;h;::g 147.237.0. 15 |kosher-kravi .idf.ilUhaut hori zed URL Access to / B ock 1
45. 55. 249. 186 147.237.0. 15 |kosher-kravi.idf.iljUnhaut hori zed UR. Access to / B ock 1
Lhi ted .. . . [Uhauthorized URL Access to
157.85.39. 21 Sates 147.237.0.15 |kosher-kravi i df. 1} kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
Lhited . . [Unaut hori zed URL Access to
68.180. 229. 94 Sates 147.237.0.15 |kosher-kravi .idf. i} kosher-kravi.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
Lhi ted .. . . [Uhauthorized URL Access to
157.85. 39. 65 Sates 147.237.0.15 |kosher-kravi i df. i IV\WN kosher -kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
. . [Unaut hori zed URL Access to
81.218.33.77 | srael 147.237.0. 15 |kosher-kravi.idf.i vaw kosher-kravi .idf.il/sip storagelfil es/3/ 1773, pg B ock 1
159. 203. 139. 25 ;q;::‘: 147.237.0. 15 |kosher-kravi .idf.ilhaut hori zed URL Access to / B ock 1
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