1"NPT SwNn

11-14-2015 to 11-15-2015

<
v Focused IP Under
Attack Daily Report

www.gov.il

[Top Targets |

Nunmber
a
Attacks

234
224
214
20+
194
18+
174
164
154
144
134
124
114
104

O
8-
74
6
5
4
3+
2
14

0

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

131.109. 15. 2, lhited Sates
104. 60. 83. 138, Lhited Sates
188. 165. 15. 188, France
104.192.0. 20, Lhited Sates
207.46.13.81, Lhited Sates
69. 181. 181. 209, lhited Sates
161. 202. 147. 196, Net her| ands
104.131.99. 28, Lhited Sates
193. 105. 134. 220, Sweden
68.180.229.94, Lhited Sates




11-14-2015 to 11-15-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address
107. 150. 43. 204

| Attacker Geo

| Target Address

| gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
Lhited Sates 147.237.0.15 kosher - kravi .idf.il bl ock-sp-traf 1 drop DP-Tehi | a 1
167. 88. 12. 199 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
107. 150. 43. 202 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop DP-Tehi | a 1




11-14-2015 to 11-15-2015

|Top Attackers In IPS|

Attacker Address |A1tacker Go |Tar get Address |S te |mvi ce Action
188. 165. 15. 188 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 2




11-14-2015 to 11-15-2015

|Top Attackers In |D|

Tar get

Attacker Address |Attacker Geo Addr ess ‘S te ‘S gnat ure ‘Oount
104. 60.83.138 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 2
104. 192. 0. 20 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
131.109. 15. 2 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
193. 105. 134. 220|Sweden 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
60.212.92.178 |anina 147 237. 0. 15 |kosher-kravi _i df'”grcme Behavi oral Lhusual Iy fast inbound Tel net onnections, Potential Scan or Brute 1
80. 82. 64. 127 Net her | ands 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
131.109. 15. 2 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
161. 202. 147. 196 |Net her | ands 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
218.89. 137. 3 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
86.2.0.24 LKJiﬁlr:;gom 147. 237 0. 15 |kosher-kravi idf.il gm&ezﬂN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1




11-14-2015 to 11-15-2015

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |ste | Name |9 gnature | Devi ce Action |count |
54.244. 22. 103 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 29

68. 180. 229. 94 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1

81. 169. 237. 146 Ger many 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1

66. 249. 65. 224 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

46. 19. 85. 164 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1

66. 249. 65. 231 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
46.120. 70. 18 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1




11-14-2015 to 11-15-2015

|Top Attackers In V\AF|

Devi ce

A tacker Tar get

Geo Addr ess ‘S te Sgnature Acti on ‘Oount
188. 138. 17. 205 |Fance 147.237. 0. 15 |kosher-kravi . i df .iJUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
Lhi ted .. . . fUnauthorized URL Access to
68.180. 229. 94 Sates 147.237. 0. 15 [kosher-kravi . i df .| kosher-kravi .idf.il/tenpl at es/ shared/ user contr ol s/ header upper/ Bt ock !
Lhited .. . . fJUnaut hori zed URL Access to
207.46.13. 81 Sates 147.237. 0. 15 [kosher -kravi . i df .| IV\WN kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
69. 181. 181. 209 ;h;ttee: 147. 237. 0. 15 |kosher-kravi .i df . i JUnaut hori zed URL Access to 147.237.0. 15/t nunbl ock. cgi Bl ock 1

Uhaut hori zed URL Access to
kosher-kravi.idf.il/sip_storage/files/ 8/ 1908. pdf &sa=u&ed=0calqf j acahukew g5kyav

212.76.104. 114 |l srel 147.237.0. 15 fkosher-kravi . i df .| Ij dj ahxnvhgkht 3t a608&si g2=ygd63byba3cct qgt ccOueq&usg=af gj cngz6gt t wpgdodbi zi B ock !
8er q_odcl odg
104. 131. 99. 28 gqlatt:s 147. 237. 0. 15 |kosher-kravi .i df . i ljUnhaut hori zed URL Access to / B ock 1
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