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188. 165. 15. 188, France
210.50. 197. 147, Australia
5.189. 171. 97, Ger many
82. 80. 180. 62, | srael
43.229.53.89, Japan

61. 240. 144. 65, China
123. 151. 149. 222, Chi na
61. 135.190. 197, China
222.186. 34. 242, China
117. 31. 224. 80, Chi na




11-13-2015 to 11-14-2015

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo  |Target Address |gte | gnature |Device Action | Pl ocation. Locat i on |count |
82. 80. 180. 62 | srael 147.237.0. 15 kosher - kravi .i df .il JLM Purple Gon Linit_Tcp drop BB.- | srael 1




11-13-2015 to 11-14-2015

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste

\Sgnature \I:evi ce Action |Oount |
188. 165. 15. 188 France 147.237.0.15 kosher-kravi.idf.il |C228: HITP. AhrefBot craw er B ock 4
5.189.171. 97 Ger many 147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1




11-13-2015 to 11-14-2015

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
5.189.171. 97 CGer many 147.237.0. 15 kosher-kravi .i df.il ET VB SERVER Mui ebl ackcat scanner 1
59. 148. 238. 158 Hong Kong 147.237.0. 15 kosher-kravi .i df.il ET SCAN Potential SSH Scan 1
117. 31. 224. 80 Chi na 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
210. 50. 197. 147 Australia 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
210. 50. 197. 147 Australia 147.237.0. 15 kaosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
222.186. 34. 242 Chi na 147.237.0. 15 kaosher-kravi .idf.il ET SCAN Potential SSH Scan 1
43. 229. 53. 89 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
123.151. 149. 222 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
210. 50. 197. 147 Australia 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
218.108. 132. 58 Chi na 147.237.0. 15 kaosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1




11-13-2015 to 11-14-2015

|Top Attackers In FW |

Attacker Address

| Attacker Geo

| Target Address

|gte

|9 gnature

| Devi ce Action

|Oount

54.244. 22. 103 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il drop SAMrul e drop 14
176.13. 0. 90 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
5.189.171. 97 Cer many 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 11
5.28. 145. 178 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.1.86 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
2.52.1. 86 | srael 147.237.0. 15 kasher-kravi .idf.il Bad TCP sequence Inval i d sequence nunber noni t or 4
66. 249. 78. 215 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
66. 249. 78. 215 | srael 147.237.0.15 kosher-kravi .i df.il Bad TCP sequence Inval id ACK nunber alert 2
84.108. 15. 21 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
66. 249. 66. 125 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 76. 15. 143 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
81.169. 237. 146 Cer many 147.237.0. 15 kasher-kravi .idf.il drop SAMrul e drop 1
46. 19. 86. 164 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 76. 15. 149 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 76. 15. 26 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
42.156. 137. 48 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
180. 76. 15. 162 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
157. 55. 39. 126 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
61. 240. 144. 64 Chi na 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
5.28. 145. 178 | srael 147.237.0.15 kosher-kravi .i df.il Bad TCP sequence Inval id ACK nunber alert 1
180. 76. 15. 143 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
66. 249. 78. 222 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
42.156. 137. 48 Chi na 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
176.13. 0. 90 | srael 147.237.0. 15 kasher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber alert 1




11-13-2015 to 11-14-2015

|Top Attackers In V\AF|

Attacker Address

|Atacker Geo  |Target Address |Ste
45, 55. 247. 228

|S gnature | Devi ce Action | count |
147.237.0. 15 kosher-kravi .idf.il Uhaut hori zed URL Access to / B ock 1
61. 135. 190. 197 Chi na 147.237.0. 15 kaosher -kravi .idf.il Uhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
104. 236. 251. 43 147.237.0. 15 kosher -kravi .idf.il DO stributed Uhaut hori zed URL Access on / Bl ock 1
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