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Top Attackers 

159.122.222.207, Netherlands

41.40.229.104, Egypt

79.183.33.78, Israel

59.45.79.117, China

109.186.54.140, Israel

54.159.80.165, United States

185.72.179.221, null

94.102.48.194, Netherlands

180.76.15.136, China

209.126.230.71, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

 03-15-2016 to 03-16-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

159.122.222.207 Netherlands 147.237.0.15 kosher-kravi.idf.il 20086: HTTP: Muieblackcat Security Scanner Block 10

159.122.222.207 Netherlands 147.237.0.15 kosher-kravi.idf.il 20085: HTTP: Muieblackcat Security Scanner Initial Request Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 2

94.102.48.194 Netherlands 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

185.72.179.221 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

66.240.213.93 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

159.122.222.207 Netherlands 147.237.0.15 kosher-kravi.idf.il ET WEB_SERVER Muieblackcat scanner 1

205.204.66.125 Canada 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW

Attacker Address Attacker Geo
Target
Address

Site Name Signature
Device
Action

Count

209.126.230.71 United States 147.237.0.15 kosher-kravi.idf.il
Streaming Engine: TCP Segment
Limit Enforcement

TCP segment out of maximum allowed
sequence. Packet dropped.

drop 9

159.122.222.207 Netherlands 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

64.125.239.11 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.247.235 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

85.90.245.74 United Kingdom 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

45.63.0.76 147.237.0.15 kosher-kravi.idf.ilWeb Server Enforcement Violation Masscan Port Scanner reject 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 1

71.6.216.54 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

195.62.53.168
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

120.132.67.190 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

45.63.0.76 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.106 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.20.79 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

74.82.47.30 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

209.126.230.71 United States 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number alert 1

157.55.39.250 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

52.13.52.172 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

180.97.106.37 China 147.237.0.15 kosher-kravi.idf.ildrop SAM rule drop 1

74.82.47.34 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

209.126.230.71 United States 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

79.183.33.78 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

207.46.13.32
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/templates/contactus/contactus.aspx

Block 1

41.40.229.104 Egypt 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

109.186.54.140 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/places2run Block 1

209.126.230.71
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to / Block 1

54.159.80.165
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

178.255.215.87 France 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

79.183.33.78 Israel 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 1

180.76.15.136 China 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

41.40.229.104 Egypt 147.237.0.15 kosher-kravi.idf.ilDistributed PHP Attempt Block 1
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