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132. 248. 44,99, Mexi co
87.71.80.169, Israel

109. 64. 80. 202, |srael

87.69. 158. 111, |srael
74.208.238.221, Whited Sates
189. 219. 210. 237, Mexi co

185. 25. 151. 159, Pol and
93.113.125. 12, Romani a
208.67.1.195, Lhited Sates
123. 249. 25. 14, Chi na




03-14-2016 to 03-15-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |ste

| gnature | Device Action | DP location. Location |count |
199. 58. 80. 184 Canada 147.237.0. 15 kosher-kravi .idf.il L4 Source or Dest Port Zero drop DP-Tehi | a 1
118. 144.72. 177 Chi na 147.237.0. 15 kosher-kravi .idf.il L4 Source or Dest Port Zero drop BBL- Fr ankf urt 1




03-14-2016 to 03-15-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo |Target Addr ess
132. 248. 44. 99

|Ste

\Sgnature \I:evi ce Action |Oount |
Mexi co 147.237.0. 15 kosher-kravi.idf.il ]20086: HITP. Mii ebl ackcat Security Scanner B ock 82
132. 248. 44. 99 Mexi co 147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 2




03-14-2016 to 03-15-2016

|Top Attackers In |D|

A tacker Tar get

Attacker Address Geo Addr ess Sgnature

132.248.44.99 |Mexi co 147.237.0. 15 |kosher-kravi.idf.il|ET WWEB SERVER Mii ebl ackcat scanner 2

123.249.25.14 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1

189. 219. 210. 237 |Mexi co 147 237.0.15 |kosher-kravi i df-”grfN Behavi oral Lhusual Iy fast inbound Tel net (Gonnections, Potential Scan or Brute 1

74. 208. 238. 221 LSJIanttss 147.237.0. 15 |kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
Lhited S .

208.67.1.195 Sates 147.237.0.15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1




03-14-2016 to 03-15-2016

|Top Attackers In FW |

A tacker Tar get

Attacker Address Geo Addr ess Sgnature

52. 27. 210. 67 gﬁ;ttg: 147.237. 0. 15 |kosher-kravi.idf.il|Bad TGP sequence Invalid ACK nunber noni t or 29
93.113.125.12 |Romania  |147.237.0.15 |kosher-kravi .idf.i > €3 N9 Engi ne: TGP Segnent TCP segnent out of naxi mum al | oved drop 9

Li mt Enf or cenent sequence. Packet dropped.
52. 27. 210. 67 gﬁ;ttg: 147.237. 0. 15 |kosher-kravi.idf.il|Bad TGP sequence Invalid ACK nunber alert 5
93.113.125.12 |Ronani a 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invali d ACK nunber noni t or 2
184. 105. 247. 248 g‘;ttees 147. 237. 0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 74 g‘;tt:: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.52 g‘;ttees 147. 237. 0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 71 g‘;tt:: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
Lhited S
169. 229. 3. 91 Sates 147.237. 0. 15 |kosher-kravi . i df.illdrop SAMrul e drop 1
132.248.44.99 |Mexi co 147.237. 0. 15 |kosher-kravi .idf.il|]SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 1
193. 105. 134. 220|Sweden 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
141. 212.122. 219 Lshlmt:s 147. 237. 0. 15 |kosher-kravi .idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
93.113.125.12 |Ronani a 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
216.243.31. 2 g‘;tt:: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
174.129. 246. 193 g‘;ttees 147. 237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
139. 196. 14. 152 |Chi na 147.237. 0. 15 |kosher-kravi .idf.il|]SYN At tack SYN -> SYN- ACK -> Ti meout rej ect 1
64.125. 239. 167 g];::: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 1
199. 30. 25. 157 LSthlatt:sd 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
141. 212. 122. 220 g];::: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
38.229.1.15 LSthlatt:sd 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 100 g];::: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 73 LSthlatt:sd 147. 237. 0. 15 |kosher-kravi .idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
71.6.216. 56 g];::: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
109.30. 25. 157 |4 ted 147.237.0. 15 |kosher-kravi.i df .i|Bad TP sequence SINACK retransmt w th different wndow | oo [y
Sates scal e
159. 226.95. 66  |Chi na 147.237. 0. 15 |kosher-kravi .idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1




03-14-2016 to 03-15-2016

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
87.71.80.169 | srael 147.237.0.15 |kosher-kravi.idf.il |Dstributed PH? A tenpt B ock 4
87.71.80.169 | srael 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to kosher-kravi.idf.il/xnrpc. php B ock 4
109. 64. 80. 202 | srael 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to kosher-kravi.idf.il/xnrpc. php B ock 1
185. 25. 151. 159 |Pol and 147.237.0.15 |kosher-kravi.idf.il |Uauthorized UR. Access to testp3. pospr.waw pl /test proxy. php B ock 1
87.69. 158. 111 | srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
93.113.125. 12 Ronani a 147.237.0.15 |kosher-kravi.idf.il |Abnormal |y Long Request URL B ock 1
87.69.158. 111 | srael 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to kosher-kravi.idf.il/xnrpc. php B ock 1
109. 64. 80. 202 | srael 147.237.0.15 |kosher-kravi.idf.il |Dstributed PH? Attenpt B ock 1
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