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03-13-2016 to 03-14-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on | Count
184. 105. 139. 74 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1




03-13-2016 to 03-14-2016

|Top Attackers In IPS|

Attacker Address \Attacker Go |Tar get Address |Ste |Davi ce Action

188. 165. 15. 195 France 147.237.0. 15 kosher-kravi .idf.il Cl000146: HITP. AhrefBot craw er Bl ock 1




03-13-2016 to 03-14-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count |
98. 119. 105. 221 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
112. 54. 83. 98 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218. 81. 20. 83 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
104. 232. 98. 38 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMVAP -sS wi ndow 4096 1
209. 162. 248. 93 Canada 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1




03-13-2016 to 03-14-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
87.69. 215. 157 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNPACK retransmt with different w ndow scale |nonitor 36
216.243.31.2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 2
184. 105. 247. 244 [lLhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 162 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
170. 210. 203. 68 |Argenti na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti nmeout rej ect 1
86.9.13.111 Uni ted Kingdom |147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
187.188.111.60 [Mexico 147.237.0.15 |kosher-kravi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 206 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 118 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95. 66 Chi na 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52.28. 32. 164 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 126 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.161 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.11 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1




03-13-2016 to 03-14-2016

|Top Attackers In V\AF|

A tacker Tar get Devi ce

Attacker Address Geo Addr ess Sgnature Action ‘Oount

169. 229 3. 91 Lhi ted 147. 237 0. 15 |kosher-kravi i df il Unknown HTTP Request Method |[[#11]]ye6-e~E&) F261€,xY>MXES in URL 2 B ock 1
Sates 0] ]#21[[n

169. 229. 3. 91 g“;:ee: 147.237.0. 15 |kosher-kravi.idf.illl |1 egal Byte Gode Character in Method I[[#11]]ys6-&~E4) F261€, xY> MED B ock 1
Lhi ted .. . . fUnauthori zed URL Access to

207.46.13.18 Sates 147.237.0.15 |kosher-kravi .i df. 1| kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

107.170. 171. 157 g"a::s 147.237. 0. 15 |kosher-kravi.idf.i[Mil tipl e Unaut hori zed URL Access from 107.170. 171. 157 B ock 1

169. 229.3.91 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.illlllegal Byte Gode Character in URL [[na#21]]0X{ B ock 1
Lhited .. . . fJUnaut hori zed URL Access to

107.170. 171. 157 Sates 147.237.0. 15 [kosher-kravi.idf. il kosher-kravi . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

169. 229.3.91 gq;tt:: 147.237. 0. 15 |kosher-kravi .idf.il[Mal formed URL [[N2#21] ] 03{ B ock 1

169. 229. 3. 91 g"a::s 147.237.0. 15 |kosher-kravi.idf.illAbnormal |y Long Request nethod B ock 1
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