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| Attacker Geo
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|ste

|9 gnature | Devi ce Action | P I ocati on. Locat i on |count |
179. 43. 144. 33 Sii t zer| and 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
184. 105. 139. 74 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
184. 105. 247. 195 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop Net V- London 1
204. 42. 253. 132 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop Net V- London 1
216.218.206. 113 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Udp All _Nets drop Net V- London 1
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Attacker Address
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159. 122. 222. 194  |Net her| ands 147.237.0. 15 kosher-kravi.idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 10
151. 80. 31. 119 Italy 147.237.0.15 kosher-kravi .idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
159. 122. 222. 194 |Net her| ands 147.237.0. 15 kosher-kravi.idf.il |20085; HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
94, 102. 48. 194 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 2
37.139. 27. 231 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45,79. 117 Chi na 147.237.0. 15 kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
169. 54. 233. 118 Net her | ands 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 3. 202. 115 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
195. 142. 106.5 Tur key 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118 I ndi a 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
13.68. 31. 54 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.252.161.191 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
54.183.71. 215 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
82.117.208. 243 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 122. 222. 194 Net her | ands 147.237.0. 15 kosher-kravi.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
169. 54. 233. 119 Net her | ands 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
183. 60. 48. 25 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
203.197. 205. 118 I ndi a 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.68. 31. 54 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
13.68. 31. 54 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1




03-12-2016 to 03-13-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name | gnature |Device Action  |Count |
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
89. 248. 160. 132 Net her | ands 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout rej ect 2
195. 62. 53. 168 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
141. 212.122. 237 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 243 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout rej ect 1
184. 105. 247. 231 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
137.226.113.7 Cer nany 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
216.218. 206. 124 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
159. 122. 222. 194 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN ACK -> Ti meout rej ect 1
74.82.47.15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
188. 42. 225. 214 Net her | ands 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK - > Ti neout rej ect 1
141.212.122. 160 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82. 165. 135. 208 Ger nany 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout rej ect 1
193. 105. 134. 220 Sweden 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 161 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
220.181.108. 151 Chi na 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK - > Ti neout rej ect 1
184. 105. 247. 227 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |Count |
77.125.76. 16 | srael 147.237.0. 15 kosher-kravi.idf.il |Uhauthorized UR. Access to kosher-kravi.idf.il/xnirpc. php B ock 3
77.125.76. 16 | srael 147.237.0. 15 kosher-kravi.idf.il |PHP Attenpt B ock 3
141.212.122.160 |Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 kosher-kravi.idf.il |ll1egal Byte Gde Character in Mt hod B ock 1
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