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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | P 1 ocati on. Locat i on | Count
208. 67. 1. 50 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
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03-11-2016 to 03-12-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
89. 163. 146. 236 Ger nany 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
59. 45.79. 117 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
173.224.117. 146 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
61. 147. 103. 184 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 189. 26. 18 Austria 147.237.0. 15 kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1




03-11-2016 to 03-12-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature |Device Action  |Count |
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
85. 130. 240. 173 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
137.226. 113. 7 Ger nany 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
64. 125. 239. 87 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 86 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
89. 248. 160. 132 Net her | ands 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 84 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
74.82. 47. 56 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 207 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 United Kingdom |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST alert 1
141.212.122. 85 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82.196. 9. 182 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 216 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
128. 232.110. 29 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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87.69.158. 111 |lsrael 147.237.0. 15 |kosher-kravi.idf.il|PH? Attenpt B ock 1

169. 229. 3. 91 Lhited Sates |147. 237. 0. 15 |kosher-kravi .idf.illAbnornmal | y Long Request net hod B ock 1

87.69. 158. 111 |l srael 147.237. 0. 15 |kosher-kravi .idf.ilJUhaut hori zed URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
Illegal Byte ode Character in Mthod

169.229.3.91 |lnited Sates |147.237.0. 15 |kosher-kravi.idf.il|[ [ #11] ] uCRAqo§ [ #0]] 3« §0SVA[ [ #26] ] BIYA 7" LHi d¢« Yz&+1[ [ #23]] 8§ [#27] 1[ [ #H ock 1
27] ] «£2

104. 236. 6. 133 147.237. 0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
NULL Character in Method

169.229.3.91 |lnited Sates |147.237.0. 15 |kosher-kravi.idf.il|[ [ #11]] uCRAqo§ [ #0]]°3« §0SVA[ [ #26] ] BIYA 7° LHi d¢« Yz&+1[ [ #23]] 81 [#27] 1[ [ #[H ock 1
27] ] «£2

128. 232. 110. 28 Eiqlntgec(ijom 147.237. 0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
Unknown HTTP Request Met hod

169.229.3.91 |Whited Sates [147.237.0. 15 |kosher-kravi.idf.il|[ [ #11] ] uCAAqo [ #0]] ° 3+ 806SY] [ #26] ] BIY2 7 LH d¢« YzeT1[ [#23] 180 [#27]1 [ [ #|B ock 1
27]]«£2 in URL
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