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W 50.93.198.132, Lhited Sates
23.228.107. 104, Whited Sates
W 185.35.62.11, Switzerland
66. 249. 64. 233, | srael
B 5. 39.222. 253, Net her| ands
l 184.105.139. 114, lhited Sates
¥ 61.239. 211. 122, Hong Kong
H 184.105.139. 84, Lhited Sates
216. 218. 206. 69, Lhited Sates
W 112.54.83.98, China




03-09-2016 to 03-10-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |DPIocation. Location |Count |
23.228. 107. 104 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |Bock Np Al Net drop Net V- London 1
61.239. 211. 122 Hong Kong 147.237.0.15 |kosher-kravi.idf.il [B ock Udp Al Nets drop Net V- London 1
66. 249. 64. 233 | srael 147.237.0.15 |kosher-kravi.idf.il |TGP handshake viol ation, first packet not syn drop BBL- Fr ankf urt 1
74.82.47.50 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |B ock Udp Al _Nets drop Net V- London 1
184. 105. 139. 84 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |Block Np Al _Net drop Net V- London 1
184.105.139. 114 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |[Block Np Al Net drop Net V- London 1
216. 218. 206. 69 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |B ock Udp All Nets drop Net V- London 1




03-09-2016 to 03-10-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



03-09-2016 to 03-10-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo

| Target Address

|ste |9 gnature | count |
40. 121. 136. 51 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
209. 126. 116. 147 Lhited Sates 147.237.0. 15 kaosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 39. 222. 253 Net her | ands 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
112.54. 83. 98 Chi na 147.237.0.15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1




03-09-2016 to 03-10-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address [Ste | Name |9 gnature | Devi ce Action  |Count |
120. 37. 203. 47 Chi na 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 4
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
74.82.47.6 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 35. 62. 117 Swi t zer| and 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
141.212.122.215 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
52.28. 32. 164 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.150. 5. 74 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 97. 106. 37 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 61. 138. 114 Wkrai ne 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 216 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 228 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
216.218. 206. 110 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 203 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 154 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti nmeout rej ect 1
146. 185. 239. 102 Russi an Federation 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
69. 197.179. 18 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 247. 243 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 155 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
209. 126. 116. 147 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1




03-09-2016 to 03-10-2016

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste

|S gnature | evice Action | Count |
50. 93. 198. 132 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Dstributed PH? At enpt B ock 4
50. 93. 198. 132 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Miltiple Unauthorized URL Access from 50. 93. 198. 132 B ock 4
185. 35. 62. 11 Sii t zerl and 147.237.0. 15 kosher-kravi.idf.il |Unhauthorized URL Access to 147.237.0. 15/ B ock 1
03-09-2016 to 03-10-2016




