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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | Devi ce Action | oP | ocatii on. Locat i on |count |
185. 103. 252. 5 147.237.0. 15 kosher-kravi.idf.il Bl ock Udp All Nets drop Net V- London 4
184. 105. 139. 82 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np Al Net drop Net V- London 1
185. 56. 28. 67 Net her | ands 147.237.0. 15 kosher-kravi.idf.il Block Np All _Net drop Net V- London 1
198. 48. 92. 104 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Uip Al _Nets drop Net V- London 1
209. 126. 105. 33 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np Al _Net dr op Net V- London 1
64. 246. 161. 190 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop Net V- London 1
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|Top Attackers In |D|

A tacker Tar get
Attacker Address Geo Addr ess ‘S te ‘S gnature ‘Oount
118.71.13.118 M et nam 147.237.0.15 |kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
118.112. 185. 236|Chi na 147.237.0.15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
193. 201. 227. 10 |krai ne 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
208. 109. 53. 250 g"mtss 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
80. 24. 45. 101 Fai n 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Behavioral Uhusual |y fast Terninal Server Traffic, Potential Scan or Infection 1
118.71.13.118 M et nam 147.237.0.15 |kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 4096 1
177. 96. 186. 240 |mrazil 147 237.0.15 kosher-kravi.idf.ilgrcme Behavi oral Lhusual Iy fast inbound Tel net onnections, Potential Scan or Brute 1

Lhi ted e .
208.67. 1. 57 Sates 147.237.0.15 |kosher-kravi.idf.il|JET SCAN Potential SSH Scan 1
210. 212. 236. 235]|Indi a 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
59. 45.79. 117 Chi na 147.237.0. 15 |kosher-kravi.idf.il|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
64.246.161.190 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il |Header Rejection header rejection pattern found in request noni t or 9
62.219. 198. 6 | srael 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 5
216.243.31. 2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 2
137.226. 113. 7 Ger many 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
64. 125. 239. 55 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 1
74.82.47. 24 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
45.32.182. 189 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 1
141.212.122. 166 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 110 [Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 32 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN -> SYN ACK -> RST rej ect 1
51. 254. 44, 137 Uni ted Kingdom |147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
65.181. 113. 88 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 247. 235 [lLhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 67.172.191 |lsrael 147.237.0.15 |kosher-kravi.idf.il |Bad TOP sequence |SYNPACK retransmit with different w ndow scale |nonitor 1
159. 122. 254. 235 |Net her| ands 147.237.0.15 |kosher-kravi.idf.il |SYN At tack SYN - > SYN- ACK -> Ti meout rej ect 1
71.6.216. 42 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 1
195. 60. 232. 57 | srael 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
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Tar get Devi ce
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50.93.198.232 |lhited Sates |147.237.0.15 |kosher-kravi.idf.illD stributed PHP Attenpt B ock 2
104. 236. 231. 11 147.237.0. 15 |kosher-kravi.idf.iljMil tipl e Whaut hori zed URL Access from 104. 236. 231. 11 B ock 1
50.93.198.232 |lhited Sates |147.237.0.15 |kosher-kravi.idf.iljMil tipl e Unauthori zed URL Access from 50. 93. 198. 232 B ock 1
104. 236. 231. 11 147.237.0. 15 |kosher-kravi.idf.iljUnaut hori zed UR. Access to waww kosher-kravi.idf.il/nmagento version B ock 1
50.93.198.232 |lhited Sates |147.237.0.15 |kosher-kravi.idf.iljUnhaut horized URL Access to wwu kosher-kravi.idf.il/xnbrpc. php B ock 1
157.55.30.132 |lhited Sates |147.237.0.15 |kosher-kravi.idr.i| 12Ut horized LR Access to Bl ock 1
kosher-kravi .idf.il/tenpl at es/ honepage/ honepage. aspx
51. 254. 44. 137 wlr::gom 147.237.0. 15 |kosher-kravi.idf.illUaut hori zed URL Access to / B ock 1

03-07-2016 to 03-08-2016



