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41.230. 14. 223, Tunisia
169.229.3.91, Lhited Sates
112. 213. 95. 142, Vi etnam
115. 239. 228. 10, Chi na

61. 160. 6. 152, Chi na

154. 16. 138. 35, Mauritius
213.136.91. 26, Cer nmany
104.192.0.20, Lhited Sates
159. 122. 220. 108, Net her| ands
111. 118.160. 177, Australia




03-05-2016 to 03-06-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo |Target Address |Ste |S gnature |Device Action |DPlocation Location |Count |
61. 160. 6. 152 Chi na 147.237.0. 15 kosher-kravi.idf.il |JLM Under Attack Con_Tcp drop Net V- London 2
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |JLM Under Attack Con Htp drop Net V- London 2
52. 31. 84. 220 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |Bock Np Al _Net drop Net V- London 1
109. 191. 142. 2 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ock Wdp Al _Nets drop Net V- London 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |JLMPurple Con Limt _Htp dr op Net V- London 1
146. 185. 239. 100 Russi an Federation 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop Net V- London 1
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03-05-2016 to 03-06-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
213.136. 91. 26 Ger nany 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
107. 150. 36. 36 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
112.213. 95. 142 M et nam 147.237.0. 15 kosher -kravi . i df.il ET SCAN NVAP -f -sS 1
112.213. 95. 142 M et nam 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
154. 16. 138. 35 Mwuri ti us 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 192. 0. 20 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
111.118.160. 177 Australia 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
112.213. 95. 142 M et nam 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
154. 16. 138. 35 Mauri ti us 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
159. 122. 220. 108 Net her | ands 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1




03-05-2016 to 03-06-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name | gnature |Device Action  |Count |
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
93.174. 95. 64 Net her | ands 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK -> Ti nmeout rej ect 1
184. 105. 139. 100 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 31 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN- ACK -> Ti neout rej ect 1
146. 185. 239. 102 Russi an Federation 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 236 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
74.82.47.43 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
159. 122. 255. 247 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 1
195. 62. 53. 168 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 52 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il SYN Attack |SYN -> SYN-ACK -> RST rej ect 1
52. 68. 53. 81 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack |SYN -> SYN- ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker Tar get Devi ce
Attacker Address Geo Addr ess ‘S te ‘S gnature Action ‘Oount
41.230.14.223 |Tunisia 147.237.0. 15 |kosher-kravi.idf.il[Mil tipl e Unaut hori zed URL Access from 41. 230. 14. 223 B ock 13
169. 229. 3. 91 g;tts: 147.237.0. 15 |kosher-kravi.idf.il|l |1 egal Byte Gode Character in URL 1[#6]]Rur[[#18]]i«[#7]]b fO B ock 1
169. 229. 3. 91 gl;tteesd 147.237.0. 15 |kosher-kravi .idf.illJAbnornal |y Long Request met hod B ock 1
169. 229. 3. 91 g;tts: 147.237. 0. 15 |kosher-kravi .idf .i||Mal formed URL T[#6]] Rrur[[#18]]i«[[#7]]b fU B ock 1
Lhited .. . .llllegal Byte Gde Character in Mthod
169. 229. 3. 91 Sates 147.237. 0. 15 |kosher-kravi .idf.i II [[#4]]1°AN0 i1 6] [ #14]] 10E T-A3] &' vesTAKFL [ #6]]t <" ! B ock 1
Ui ted Unknown HTTP Request Met hod
169. 229. 3. 91 Sates 147. 237.0. 15 |kosher-kravi .idf.ilfl [[#4]]1°A2V0_i1 6] [#14] ] TOE: 1-A)18] & vesTAKF[[#8] 1t<*! in LRL T[#6]] R B ock 1
r{[#18]]i-U[#7]]b fO
169. 229.3.91 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.illlll egal Byte Gode Character in Query Sring on T[#6]] Rr[[#18]]i«[#7]]b fU B ock 1
212.227.161. 158|Cer nany 147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed UR. Access to 147.237.0. 15/ B ock 1
41.230.14.223 |Tunisia  [147.237.0.15 |kosher-kravi.idf i 12uthori zed URL Access to Bl ock 1
waw. kosher - kravi . i df . il/tenpl at es/ honepage/ honepage. aspx
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