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03-04-2016 to 03-05-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address
179. 43. 144, 33

| Attacker Geo | Target Address

|9 gnature | Devi ce Action | P 1 ocati on. Locat i on
Swi t zerl and 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
184. 105. 139. 80 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il B ock Np Al Net drop Net V- London 1
213. 238.176. 44 Tur key 147.237.0. 15 kosher-kravi .idf.il Block Np Al _Net drop Net V- London 1




03-04-2016 to 03-05-2016

|Top Attackers In IPS|

Attacker Address |Attacker Go |Target Address |Ste |Sgnat ure |mvi ce Action |Oount |
159. 122. 222. 119 |Net her| ands 147.237.0. 15 kosher-kravi.idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 2
159. 122. 220. 108 |Net her| ands 147.237.0.15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 2
159. 122. 220. 108 |Net her| ands 147.237.0. 15 kosher-kravi.idf.il |20086: HITP. Mi ebl ackcat Security Scanner B ock 2
159. 122.222. 119 |Netherl ands 147.237.0. 15 kosher-kravi.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1




03-04-2016 to 03-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | count |
159. 122. 220. 108 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET WEB SERVER Mui ebl ackcat scanner 2
95. 130. 13. 220 Fance 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 6 Lkr ai ne 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 58. 76. 88 Lkr ai ne 147.237.0. 15 kaosher-kravi .idf.il ET SCAN Potential SSH Scan 1
40. 76. 80. 17 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
42.203.50. 219 (hi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
95. 130. 13. 220 France 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
159. 122. 222. 119 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
195. 216. 176. 244 Latvia 147.237.0. 15 kaosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 76. 80. 17 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
40. 76. 80. 17 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1
50. 204. 188. 142 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il ET SCAN NVAP -f -sS 1




03-04-2016 to 03-05-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo | Target Address |ste | Name |9 gnature |Device Action  |Count |
159. 122. 220. 108 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 3
159. 122. 220. 108 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 2
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
212.71. 235. 23 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
159. 122. 254. 235 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN - > SYN-ACK -> Ti neout rej ect 1
74.82. 47. 39 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 94. 49 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 83 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
137.226. 113. 7 Cer many 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti nmeout rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN - > SYN-ACK -> Ti neout rej ect 1
64. 125. 239. 145 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 139. 96 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 70 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
198. 50. 200. 139 Canada 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti neout rej ect 1
159. 122. 222. 119 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti meout rej ect 1
74.82.47. 30 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN ACK -> RST rej ect 1
185. 35. 62. 144 Sitzerl and 147.237.0. 15 kosher-kravi.idf.il SYN At ack SYN - > SYN- ACK -> Ti neout rej ect 1
141.212.122. 71 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




03-04-2016 to 03-05-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo|Target Address|Ste |9 gnature | Devi ce Action|Count |
201, 173. 134. 198 |Mexi co 147.237.0. 15 |kosher-kravi.idf.illD stributed Unaut hori zed URL Access on /t munbl ock. cgi B ock 1
66. 249. 64. 243 |lLhited Sates|147.237. 0. 15 |kosher-kravi.idf.illLhaut hori zed URL Access to kosher-kravi.idf.il/tenpl ates/ news/ news.in. aspx |B ock 1
169. 229. 3. 91 Lhited Sates|147. 237. 0. 15 |kosher-kravi.idf.illlllegal Byte Gde Character in Mthod B ock 1
189. 218. 162. 104 [Mexi co 147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
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