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Top Attackers 

159.122.220.108, Netherlands

159.122.222.119, Netherlands

40.76.80.17, United States

50.204.188.142, United States

95.130.13.220, France

169.229.3.91, United States

193.201.227.6, Ukraine

213.238.176.44, Turkey

42.203.50.219, China

189.218.162.104, Mexico
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

179.43.144.33 Switzerland 147.237.0.15 kosher-kravi.idf.il Block_Ntp_All_Net drop NetV-London 1

184.105.139.80 United States 147.237.0.15 kosher-kravi.idf.il Block_Ntp_All_Net drop NetV-London 1

213.238.176.44 Turkey 147.237.0.15 kosher-kravi.idf.il Block_Ntp_All_Net drop NetV-London 1

 03-04-2016 to 03-05-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

159.122.222.119 Netherlands 147.237.0.15 kosher-kravi.idf.il 20086: HTTP: Muieblackcat Security Scanner Block 2

159.122.220.108 Netherlands 147.237.0.15 kosher-kravi.idf.il 20085: HTTP: Muieblackcat Security Scanner Initial Request Block 2

159.122.220.108 Netherlands 147.237.0.15 kosher-kravi.idf.il 20086: HTTP: Muieblackcat Security Scanner Block 2

159.122.222.119 Netherlands 147.237.0.15 kosher-kravi.idf.il 20085: HTTP: Muieblackcat Security Scanner Initial Request Block 1

 03-04-2016 to 03-05-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

159.122.220.108 Netherlands 147.237.0.15 kosher-kravi.idf.il ET WEB_SERVER Muieblackcat scanner 2

95.130.13.220 France 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

193.201.227.6 Ukraine 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

209.126.116.147 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

5.58.76.88 Ukraine 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

40.76.80.17 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 2048 1

42.203.50.219 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

50.204.188.142 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 2048 1

95.130.13.220 France 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

159.122.222.119 Netherlands 147.237.0.15 kosher-kravi.idf.il ET WEB_SERVER Muieblackcat scanner 1

195.216.176.244 Latvia 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

40.76.80.17 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -f -sS 1

40.76.80.17 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 4096 1

50.204.188.142 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -f -sS 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

159.122.220.108 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 3

159.122.220.108 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

212.71.235.23 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

159.122.254.235 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

74.82.47.39 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

185.106.94.49 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.83 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

137.226.113.7 Germany 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

198.20.69.74 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

64.125.239.145 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.139.96 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.70 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

198.50.200.139 Canada 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

159.122.222.119 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

74.82.47.30 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

185.35.62.144 Switzerland 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.71 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

201.173.134.198 Mexico 147.237.0.15 kosher-kravi.idf.ilDistributed Unauthorized URL Access on /tmunblock.cgi Block 1

66.249.64.243 United States 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/templates/news/news.in.aspx Block 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.ilIllegal Byte Code Character in Method Block 1

189.218.162.104 Mexico 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to /tmunblock.cgi Block 1
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