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03-02-2016 to 03-03-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | P I ocati on. Locat i on |count |
10. 8. 0. 38 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 f orward DP-Tehi | a 2
93. 174. 93. 218 Net her | ands 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 drop Net V- London 2
184. 105. 247. 219 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop Net V- London 1
185.94.111. 1 147.237.0. 15 kosher-kravi .idf.il Block Np Al _Net drop Net V- London 1
164. 132. 54. 194 Italy 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop Net V- London 1
184. 105. 139. 80 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np All Net dr op Net V- London 1
184. 105. 139. 82 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1




03-02-2016 to 03-03-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Davi ce Action Count

40. 85. 142. 106 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il 10711: HITP. Zniu Mul nerability Scanner B ock 1




03-02-2016 to 03-03-2016

|Top Attackers In ID|

Attacker Address |[Attacker Geo |Target Address |Ste

61. 240. 144. 65

|9 gnature | Count |
Chi na 147.237.0. 15 kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
137. 226. 113. 7 Ger nany 147.237.0. 15 kosher-kravi.idf.il |ET SCAN Suspi ci ous User-Agent (ontai ning Véb Scan/er, Likely VWb Scanner 1




03-02-2016 to 03-03-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
216.243.31. 2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
93. 174. 93. 218 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
93.174. 93. 218 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105. 139. 120 |Whited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
137.226.113.7 Ger many 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
74.82.47.12 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 102 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.216 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104.128. 144. 131 |Canada 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
40. 85. 142. 106 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 35. 62. 125 Swi t zer| and 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.192 |Whited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 90. 246. 233 Uni ted Kingdom |147.237.0. 15 kosher-kravi .idf.il |drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
109. 253. 128. 60 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber alert 1
52.28.32. 164 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 106. 92. 164 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.193 |Whited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 161 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 128. 60 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 1
64. 125. 239. 149 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> Ti neout rej ect 1
216. 218. 206. 74 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 215 |lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1




03-02-2016 to 03-03-2016

|Top Attackers In V\AF|

Atacker Address |Attacker Geo |Target Address |Ste |9 gnature | Devi ce Action |Count |
93.174. 93. 218 Net herl ands |147.237.0.15 |kosher-kravi.idf.il |Miltiple NLL Character in Method from93.174.93. 218 B ock 3
93. 174. 93. 218 Net herl ands |147.237.0.15 |kosher-kravi.idf.il |Miltiple Illegal Byte Gode Character in Method from93.174. 93. 218 B ock 2
93.174. 93. 218 Net herl ands  |147.237.0.15 |kosher-kravi.idf.il |NJLL Character in Method B ock 1
93.174. 93. 218 Netherl ands |147.237.0.15 |kosher-kravi.idf.il |Il11egal Byte Gode Character in Mthod B ock 1
107. 150. 42. 35 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |Uhaut horized URL Access to www yun. ph/ B ock 1
137.226. 113.7 Ger nany 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 15/ B ock 1
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