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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo

| Target Address

|gte |9 gnature |Device Action | Pl ocation. Locat i on
185. 106. 92. 87 147.237.0. 15 kosher - kravi .idf.il B ock_Udp Al Nets drop Net V- London 1
188.127.239. 133 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il Invalid TGP H ags drop Net V- London 1
190. 163. 5. 70 Chile 147.237.0. 15 kosher-kravi .idf.il ock Wdp Al _Nets drop Net V- London 1
201. 207. 188. 85 GQosta R ca 147.237.0. 15 kosher-kravi .idf.il ock Wdp Al _Nets drop Net V- London 1
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|Top Attackers In IPS|

Attacker Address \Attacker Go |Tar get Address |Ste |Davi ce Action

188. 165. 15. 183 France 147.237.0. 15 kosher-kravi .idf.il Cl000146: HITP. AhrefBot craw er Bl ock 1




|Top Attackers In |D|

02-26-2016 to 02-27-2016

Attacker Address | Attacker Geo | Target Address |gte |9 gnature |count |
117. 21. 248. 87 Chi na 147.237.0.15 kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
198. 180. 198. 185 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
80. 82. 79. 104 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
108. 61. 228. 113 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 124 Net her | ands 147.237.0. 15 kasher-kravi .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
198. 180. 198. 185 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
5. 58. 76. 88 Lkrai ne 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
88. 200. 214. 8 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address [Ste | Name |9 gnature | Devi ce Action  |Count |
66. 249. 81. 234 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Drectory Traversal directory traversal overflow noni t or 4
66. 249. 81. 237 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Drectory Traversal directory traversal overflow noni t or 4
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
216.218. 206. 123 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 87 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
88. 200. 214. 8 Russi an Federation 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 39. 222. 159 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 228. 75. 149 Hungary 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
184. 105. 139. 110 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 203 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54. 70. 47. 63 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
176. 13. 16. 38 | srael 147.237.0. 15 kosher -kravi . i df .i| Bad TCP sequence I nval i d ACK nunber alert 1
185. 35. 62. 56 Sntzerl and 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 204 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
60. 209. 5. 30 Chi na 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
216. 218. 206. 78 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13. 16. 38 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
66. 249. 81. 240 | srael 147.237.0. 15 kosher -kravi .i df .i| Drectory Traversal directory traversal overflow noni t or 1
195. 228. 75. 121 Hungary 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 235 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti nmeout rej ect 1
64. 125. 239. 33 Lhited Sates 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker Tar get

Attacker Address Geo Addr ess ‘S te Sgnature Action ‘Oount
.. . . fUnauthorized URL Access to
148.251. 21. 227 |Ger many 147.237.0.15 |kosher-kravi. idf. i IWI\W kosher -kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66. 249. 81. 237 g"a::s 147.237.0. 15 |kosher-kravi.idf.i|Mil tiple URL is Above Root Drectory from 66.249. 81. 237 B ock 1
178. 216. 202. 190|Pol and 147.237.0. 15 |kosher-kravi .idf.illUnhaut hori zed UR. Access to testp4. pospr.waw pl / t est proxy. php B ock 1
Lhi ted .. . . [Ostributed Uhaut hori zed URL Access on
68. 180.229. 230 Sates 147.237.0.15 [kosher-kravi . i df. i vawv kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
185. 25. 148. 240 |Pol and 147.237.0. 15 |kosher-kravi .idf.illLhaut hori zed URL Access to testp4. pospr.waw pl/test proxy. php B ock 1
89. 248.174. 4 Net her | ands |147. 237. 0. 15 |kosher-kravi.idf.illUnhaut hori zed URL Access to 147.237.0. 15/ B ock 1
5. 39. 222. 159 Net herl ands [147.237. 0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to 147.237.0.15/rom0 B ock 1
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