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Top Attackers 

173.208.136.170, United States

185.94.111.1, null

45.32.80.167, null

37.26.149.151, Israel

95.86.97.64, Israel

185.130.5.224, null

5.58.76.88, Ukraine

169.54.244.82, Netherlands

95.70.172.66, Turkey

5.39.222.159, Netherlands
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

184.105.139.68 United States 147.237.0.15 kosher-kravi.idf.il Block_Ntp_All_Net drop NetV-London 1

185.94.111.1 147.237.0.15 kosher-kravi.idf.il Block_Ntp_All_Net drop NetV-London 1

185.94.111.1 147.237.0.15 kosher-kravi.idf.il Block_Udp_All_Nets drop NetV-London 1

185.130.5.224 147.237.0.15 kosher-kravi.idf.il Block_Udp_All_Nets drop NetV-London 1

198.23.190.39 United States 147.237.0.15 kosher-kravi.idf.il Block_Ntp_All_Net drop NetV-London 1

95.70.172.66 Turkey 147.237.0.15 kosher-kravi.idf.il Block_Udp_All_Nets drop NetV-London 1

123.151.42.61 China 147.237.0.15 kosher-kravi.idf.il Block_Udp_All_Nets_Con_Limit drop NetV-London 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

45.32.80.167 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 2

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

117.190.233.21 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

180.97.106.36 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

115.28.218.77 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

169.54.244.82 Netherlands 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

5.58.76.88 Ukraine 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

173.208.136.170 United States 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 1352

184.105.139.96 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

141.212.122.144 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.31 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

213.57.127.42 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

146.185.239.102 Russian Federation 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

89.248.174.4 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

5.39.222.159 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.145 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.95 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

216.218.206.82 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

159.253.147.227 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.64 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

37.26.149.151 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

184.105.247.240 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.166 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

60.209.5.30 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.79 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

45.32.88.95 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

193.105.134.220 Sweden 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.167 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.4 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

180.76.15.161 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

173.208.136.170
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Admin Blocking from 173.208.136.170 Block 13

37.26.149.151 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.kosher-kravi.idf.il/894-he/orchot.asp Block 2

95.86.97.64 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/sip_storage/files/4/1904.pdf&sa=u&ved=0ahukewip3j3pk5plah
wkqbqkhzrxdyyqfggymac&usg=afqjcngrru5bygo9uzugztsvirv0nj3hzw

Block 1

173.208.136.170
United
States

147.237.0.15 kosher-kravi.idf.ilAdmin Blocking Block 1

5.39.222.159 Netherlands 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/rom-0 Block 1

 02-25-2016 to 02-26-2016 

 02-25-2016 to 02-26-2016 


