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169.229.3.91, Lhited Sates
114. 33.193. 149, Tai wan
208.115.113.93, Lhited Sates
61.216. 2. 13, Tai wan
184.105.139.78, lhited Sates
107.150. 33.58, Lhited Sates
185.130. 5. 174, nul |
5.39.222.159, Netherl ands
179. 43. 141. 219, Saitzerland
104. 255. 65. 207, nul |




02-24-2016 to 02-25-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | Devi ce Action | P I ocati on. Locat i on |count |
184. 105. 247. 215 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il Bl ock Udp All _Nets drop Net V- London 1
185. 62. 189. 161 Net her | ands 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
185. 130. 5. 174 147.237.0. 15 kosher-kravi .idf.il Block Np Al _Net drop Net V- London 1
107. 150. 33. 58 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop Net V- London 1
114. 33.193. 149 Tai wan 147.237.0. 15 kosher-kravi .idf.il Bl ock_Udp All _Nets drop Net V- London 1
179. 43. 141. 219 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il Block Np All Net dr op Net V- London 1
184. 105. 139. 78 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
184.105. 139. 116 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il B ock Np Al Net drop Net V- London 1
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|Top Attackers In ID|

Attacker Address

| Attacker Geo | Target Address |Ste | gnature | count |
104. 255. 65. 207 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
93.174. 93. 181 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Tar get

Attacker Address Geo Addr ess Sgnature
93.113.125.11 |Romania  |147.237.0. 15 |kosher-kravi.idf.i[| ' €amng Engine: TCP Segrrent TCP segnent out of naxi mum al | oved drop 9
Li mt Enf or cenent sequence. Packet dropped.

216.243.31.2 LShIaIts: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
141.212. 122. 165 gﬁ;ttg: 147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.19 LShIaIts: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 220 gﬁ;ttg: 147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104.192.0. 21 LShIaIts: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
5. 39. 222. 159 Net her |l ands |147. 237. 0. 15 |kosher-kravi.idf.ilJ]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 90 g‘;tt:: 147.237. 0. 15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 166 ;ﬂ;ttee: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
93.113.125.11 |Ronani a 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 1
141.212.122. 221 g];::: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
104. 255. 65. 207 147.237. 0. 15 |kosher-kravi .idf.il|drop SAMrul e drop 1
52.28.32. 164 gﬁ;ttg: 147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN- ACK -> Ti meout rej ect 1
184. 105. 247. 203 LShIaIts: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 182 gﬁ;ttg: 147.237.0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.113.125.11 |Ronani a 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invali d ACK nunber noni t or 1
169. 229. 3. 91 ;ﬂ;ttee: 147.237. 0. 15 |kosher-kravi .idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
124.88.52.174 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN ACK -> Ti meout rej ect 1
64. 125. 239. 125 g];::: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 35. 62. 132 Sntzerland |147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 1
141.212.122. 183 gﬁ;ttg: 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 36  |Chi na 147.237.0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker Tar get Devi ce

Attacker Address Geo Addr ess dgnature Action ‘Oount
169. 229.3.91 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.illMil tipl e Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
61.216.2. 13 Tai wan 147.237.0. 15 |kosher-kravi.idf.il|SSL Lhtraceabl e Gonnection - Protocol violation (SSL GONN QLI ENT HHLLO None 1
169. 229.3. 91 gq;tt:s 147.237.0.15 |kosher-kravi.idf.illMiltiple Il1l1egal Byte Gode Character in Mthod from169. 229. 3. 91 B ock 1
93.113.125.11 Ronani a 147.237.0. 15 |kosher-kravi.idf.illUnaut horized URL Access to / Bl ock 1
Lhi ted .. . . fUhauthori zed URL Access to
208.115.113.93 Sates 147.237.0.15 |kosher-kravi .idf. i vamw kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
141. 212. 122. 209 LSJIanttss 147.237. 0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
.. . . fUnhauthori zed URL Access to
212.143.172.93 |Israel 147.237.0. 15 |kosher-kravi.idf.i vaw kosher-kravi .idf.il/sip storagelfiles/3/1773.j pg B ock 1
5. 39. 222. 159 Net herl ands |147. 237. 0. 15 |kosher-kravi .idf.illUnaut hori zed UR. Access to 147.237.0.15/rom0 B ock 1
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