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02-23-2016 to 02-24-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Ste |9 gnature |Device Action | DP location. Location

115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Under Attack Con Htp drop BBL- Fr ankf urt 2
173. 208. 206. 205 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il bl ock-sp-traf 1 forward CP-Tehi | a 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Purple Gon Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address
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02-23-2016 to 02-24-2016

|Top Attackers In |D|

Attacker Address |Attacker Geo |Target Address |Ste | gnature | count |
59. 45.79. 117 Chi na 147.237.0. 15 kosher-kravi .i df.il ET SCAN Potential SSH Scan 2
74.208. 99. 34 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
93.174.93. 181 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
196. 203. 72. 192 Tuni si a 147.237.0.15 kosher-kravi .idf.il SERVER- APACHE Apache Tontat Vb Applicati on Manager access 1




02-23-2016 to 02-24-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
216.243.31.2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 2
128.232.110.29 |United Kingdom |147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
69. 64. 48. 162 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber alert 1
45. 58. 118. 202 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 106 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|drop SAMrul e drop 1
74.208. 99. 34 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|drop SAMrul e drop 1
69. 60. 111. 84 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid ACK nunber noni t or 1
45. 58. 118. 202 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nval i d ACK nunber noni t or 1
184. 105. 139. 120 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
162. 210. 249. 242 |lLhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bad TP sequence |l nvalid ACK nunber noni t or 1
69. 64. 48. 162 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nuniber noni t or 1
64. 125.239.233 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
176. 13. 4. 144 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid ACK nunber alert 1
91.217. 10. 157 Lkrai ne 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 1
69. 60. 111. 84 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber noni t or 1
45, 58. 118. 202 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber alert 1
203. 133. 168. 105 |Korea, Republic of |147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |SYNWPACK retransnit with different w ndow scal e |nonitor 1
162. 210. 249. 242 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber alert 1
69. 64. 48. 162 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
68. 64. 167. 142 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber alert 1
222.186.58.169 |China 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti nmeout rej ect 1
176. 13. 4. 144 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 1
128.232.110.29 |United Kingdom [147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST alert 1
69. 64. 48. 162 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bad TGP sequence |l nvalid ACK nunber noni t or 1
45. 58. 118. 202 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber noni t or 1
216.218. 206. 104 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
162. 210. 249. 242 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid sequence nunber noni t or 1
74.82.47. 48 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN ACK -> RST rej ect 1
68. 64. 167. 142 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvalid seqguence nuniber noni t or 1
5.22.135. 185 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence |l nvali d ACK nunber noni t or 1
180. 97. 106. 162 |Chi na 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1




02-23-2016 to 02-24-2016

|Top Attackers In V\AF|

Attacker Address |Attacker Geo |Target Address |Ste | gnature | Device Action |Count |
173.208. 206. 205 |lLhited Sates |147.237.0.15 kosher-kravi.idf.il |Unauthorized URL Access to wawv bbs99re. cond f or um php B ock 1
196. 203. 72. 192 Tuni si a 147.237.0. 15 kosher-kravi.idf.il |Unhaut horized URL Access to 147.237.0. 15/ manager/ ht m B ock 1
5.29. 248. 213 | srael 147.237.0. 15 kosher-kravi.idf.il |PHP Attenpt B ock 1
222.186. 58. 169 Chi na 147.237.0. 15 kosher-kravi .idf.il |Uhauthorized URL Access to 147.237.0. 15/ manager/ ht m B ock 1
5. 29. 248. 213 | srael 147.237.0.15 kosher-kravi.idf.il |Uauthorized URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
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