
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

12

1

2

3

4

5

6

7

8

9

10

11

12

12

ko
sh
er
-k
ra
vi
.i
df
.i
l

Top Attackers 

190.216.146.151, Chile

112.196.49.101, India

61.135.190.71, China

218.246.0.97, China

94.102.49.78, Netherlands

40.118.160.70, United States

85.93.89.74, Germany

189.220.24.167, Mexico

69.160.35.132, United States

141.212.122.193, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address
Attacker
Geo

Target
Address

Site Signature Count

190.216.146.151 Chile 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 2

112.196.49.101 India 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 3072 1

69.160.35.132
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

189.220.24.167 Mexico 147.237.0.15 kosher-kravi.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections, Potential Scan or Brute
Force

1

218.246.0.97 China 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

40.118.160.70
United
States

147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

141.212.122.183 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

52.28.32.164 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

77.125.94.205 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

46.19.85.76 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

185.130.5.240 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

141.212.122.184 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.19 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

180.97.106.37 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.163 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.121 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

216.218.206.70 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.202 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.47 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.247.252 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.164 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.141 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.203 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.59 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

185.35.62.235 Switzerland 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

 02-17-2016 to 02-18-2016 



Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

141.212.122.193
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

69.58.178.59
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/shared/usercontrols/headerupper/

Block 1

85.93.89.74 Germany 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

94.102.49.78 Netherlands 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to savash.org/ Block 1

61.135.190.71 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1
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