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107. 150. 60. 74 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
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Attacker Address | Attacker Geo | Target Address |ste |9 gnature

193. 201. 227. 117 Lkr ai ne 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 Chi na 147.237.0. 15 kaosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
75.147.243. 2 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
123.157. 146. 108 Chi na 147.237.0.15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
211.140. 199. 85 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
40. 118. 160. 70 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
80. 90. 88. 235 A bani a 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1




02-15-2016 to 02-16-2016

|Top Attackers In FW |

Attacker Address |Atacker Geo |Target Address |Ste | Name |9 gnature | Device Action  |Count |
46. 19. 86. 236 | srael 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 16
46.19. 86. 236 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 13
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
209. 126. 117. 15 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212. 122. 220 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
74.82.47.8 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114. 171 France 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
184. 105. 139. 80 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 151 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 41 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
216. 108. 227. 31 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
89. 248. 164. 64 Net her | ands 147.237.0.15 kosher - kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
46.19. 85. 116 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 247. 247 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 152 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66. 240. 192. 138 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
216. 218. 206. 87 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 29 Chi na 147.237.0. 15 kosher - kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti neout rej ect 1
109. 253. 141. 1 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
193. 105. 134. 220 Sweden 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 219 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
71.6.216. 44 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
180. 76. 15. 154 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 127 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
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A tacker Tar get Devi ce
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169. 229. 3. 91 g;:s: 147. 237. 0. 15 |kosher-kravi .idf . i |Ml formed URL #a€T[#1]] x® Et. 4€2a€° AS/ a€° 1f r B ock 1
107. 150. 60. 74 gq;::: 147. 237. 0. 15 |kosher-kravi . i df.illUnaut hori zed URL Access to www 1916wh. cond B ock 1
169. 229.3.91 :Iattssd 147. 237. 0. 15 |kosher-kravi .idf .il|Miltiple Il1l1egal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 gq;::s 147.237. 0. 15 |kosher-kravi .i df .illAbnornal |y Long Request request version B ock 1
Wi t ed Unknown HTTP Request Method A[[#6]] &AUXK3A'RN] A° AvAt A™J AeAcAce
169.229.3.91  |g oo 147. 237. 0. 15 |kosher-kravi . i df . i | B[ [ #18] ] AGZO#C Az$A" AxAvAal [ #12] 1 Lj Af' vi in URL #a€T[#1]] x3 Et. 4€7a€° A8/ &€ B ock 1
°1fr
169. 229.3.91 ;h;tt::: 147.237.0. 15 |kosher-kravi .idf .i |l I 1 egal Byte (ode Character in URL #AET[#1]] <@ Ef. 8624€° Ag/ 4€° 1f r B ock 1
185. 25. 148. 240 |Pol and 147.237. 0. 15 |kosher-kravi . i df . i l|Lhaut hori zed URL Access to testp5. mi el no. | ubin. pl /test proxy. php B ock 1
54.193. 16. 89 gq;::s 147.237. 0. 15 |kosher-kravi .idf .illUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
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