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Top Attackers 

66.249.78.215, Israel

218.65.149.155, China

183.61.109.189, China

169.229.3.91, United States

41.130.180.60, Egypt

109.65.56.248, Israel

80.82.64.68, Netherlands

79.180.24.251, Israel

68.180.229.94, United States

185.130.5.174, null

Top Attackers

Number
Of

Attacks

0

1,200

200

400

600

800

1,000

66
.2
49
.7
8.
21
5,
 I
sr
ae
l

21
8.
65
.1
49
.1
55
, 
Ch
in
a

18
3.
61
.1
09
.1
89
, 
Ch
in
a

16
9.
22
9.
3.
91
, 
Un
it
ed
 S
ta
te
s

41
.1
30
.1
80
.6
0,
 E
gy
pt

10
9.
65
.5
6.
24
8,
 I
sr
ae
l

80
.8
2.
64
.6
8,
 N
et
he
rl
an
ds

79
.1
80
.2
4.
25
1,
 I
sr
ae
l

68
.1
80
.2
29
.9
4,
 U
ni
te
d 
St
at
es

18
5.
13
0.
5.
17
4,
 n
ul
l

 02-12-2016 to 02-13-2016 



Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

66.249.78.215 Israel 147.237.0.15 kosher-kravi.idf.il TCP handshake violation, first packet not syn drop BBL-Frankfurt 1181

178.63.22.141 Germany 147.237.0.15 kosher-kravi.idf.il Invalid TCP Flags drop BBL-Frankfurt 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

155.94.254.143 United States 147.237.0.15 kosher-kravi.idf.il 16634: HTTP: Apache HTTP Server mod_status Request Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

80.82.64.68 Netherlands 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 2

61.139.54.71 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

183.61.109.189 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 2048 1

185.130.5.165 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

185.130.5.179 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

51.254.23.230 United Kingdom 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

61.244.111.77 Hong Kong 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

183.61.109.189 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -f -sS 1

183.61.109.189 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 3072 1

185.130.5.174 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

223.4.174.30 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900-5920 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

46.19.86.64 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 4

157.55.39.92 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 4

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

184.105.247.224 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

80.82.64.68 Netherlands 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

46.19.85.202 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

216.218.206.110 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.71 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.247.248 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.71 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

180.76.15.10 China 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

66.249.78.61 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

185.35.62.217 Switzerland 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.72 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.120.144.100 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

218.22.211.69 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.139.114 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

66.249.78.61 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

23.22.178.90 United States 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 1

198.12.82.58 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

46.120.144.100 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

 02-12-2016 to 02-13-2016 



Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

218.65.149.155 China 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 218.65.149.155 Block 3

198.20.69.74
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

68.180.229.94
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

109.65.56.248 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

79.180.24.251 Israel 147.237.0.15 kosher-kravi.idf.ilPHP Attempt Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilAbnormally Long Request method Block 1

41.130.180.60 Egypt 147.237.0.15 kosher-kravi.idf.ilPHP Attempt Block 1

79.180.24.251 Israel 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilIllegal Byte Code Character in Method Block 1

41.130.180.60 Egypt 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to kosher-kravi.idf.il/xmlrpc.php Block 1

109.65.56.248 Israel 147.237.0.15 kosher-kravi.idf.ilPHP Attempt Block 1
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