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169.229.3.91, Lhited Sates
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02-12-2016 to 02-13-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Geo |Target Address |Site
66. 249. 78. 215 | srael 147.237.0. 15

|S gnature
178. 63. 22. 141 Cer many 147.237.0. 15

kosher-kravi .idf.il
kosher -kravi .idf.il

| Devi ce Action |CP1ocation. Location |Count |
TCP handshake vi ol ation, first packet not syn

drop
Invalid TGP H ags

BBL- Fr ankf urt
drop

1181
BBL- Fr ankf urt




02-12-2016 to 02-13-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Address \Ste |I:evi ce Action |Count
155. 94. 254. 143 Lhited Sates [147.237.0. 15 kosher-kravi .idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1




02-12-2016 to 02-13-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste | gnature | count
80. 82. 64. 68 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 2
61.139.54. 71 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 130. 5. 165 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 179 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
51. 254. 23. 230 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61.244.111. 77 Hong Kong 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 Chi na 147.237. 0. 15 kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
183. 61. 109. 189 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMVAP -sS wi ndow 3072 1
185.130. 5. 174 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
223.4.174. 30 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1




02-12-2016 to 02-13-2016

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
46. 19. 86. 64 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
157. 55. 39. 92 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |drop SAMrul e drop 4
216.243.31. 2 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
184. 105. 247.224 |Whited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e dr op 1
46.19. 85. 202 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206.110 |lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN- ACK -> RST rej ect 1
64.125. 239. 71 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 248 |Whited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.71 Lhited Sates [147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 10 Chi na 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
66. 249. 78. 61 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber aert 1
185. 35. 62. 217 Sii t zer| and 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
141.212.122. 72 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 120. 144. 100 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber aert 1
218.22.211. 69 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105.139.114 |Whited Sates |147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 78. 61 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 1
23.22.178. 90 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 1
198. 12. 82. 58 Lhited Sates [147.237.0.15 kosher-kravi.idf.il |drop SAMrul e drop 1
46. 120. 144. 100 | srael 147.237.0. 15 kosher-kravi.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 1




02-12-2016 to 02-13-2016

|Top Attackers In V\AF|

Devi ce

A tacker Tar get

Geo Addr ess ‘S te Sgnature Action ‘Oount
218. 65. 149. 155 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Uhaut horized URL Access from 218. 65. 149. 155 B ock 3
198. 20. 69. 74 g;:g 147.237. 0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 1

Lhited .. JUhaut horized URL Access to
68. 180. 229. 94 Sates 147.237.0.15 |kosher-kravi .idf. 1} kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
109. 65. 56. 248 |l srael 147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to kosher-kravi.idf.il/xnhrpc. php B ock 1
79.180. 24. 251 |l srael 147.237.0. 15 |kosher-kravi.idf.il|PHP Attenpt B ock 1
169. 229. 3. 91 31;:: 147.237.0.15 |kosher-kravi.idf.illAbnormal |y Long Request nethod B ock 1
41.130. 180. 60 |Egypt 147.237.0. 15 |kosher-kravi.idf.il|PHP Att enpt B ock 1
79.180. 24. 251 |l srael 147.237.0. 15 |kosher-kravi.idf.il|Uhaut hori zed URL Access to kosher-kravi.idf.il/xnhrpc. php B ock 1
169. 229.3.91 ;h;:s 147.237.0. 15 |kosher-kravi.idf.illll1egal Byte Gode Character in Mthod B ock 1
41.130. 180. 60 |Egypt 147.237.0.15 |kosher-kravi.idf.ilLhaut hori zed URL Access to kosher-kravi.idf.il/xnrpc. php B ock 1
109. 65. 56. 248 |l srael 147.237.0. 15 |kosher-kravi.idf.il|PHP Att enpt B ock 1
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