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Top Attackers 

199.115.117.88, United States

207.46.13.64, United States

142.54.160.210, United States

128.232.110.28, United Kingdom

198.12.82.58, United States

66.249.78.222, Israel

222.186.21.73, China

169.229.3.91, United States

66.249.65.28, Israel

164.39.11.198, United Kingdom
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

142.54.160.210 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 forward DP-Tehila 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

164.39.11.198 United Kingdom 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

222.186.21.73 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

198.12.82.58 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

157.55.39.92 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 4

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

190.240.3.27 Colombia 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

115.28.7.221 China 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

202.149.77.2 Indonesia 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

176.13.13.6 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

141.212.122.144 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.180 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

198.20.69.74 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

158.130.6.191 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

128.232.110.29 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.119 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.139.122 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.145 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.6 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

198.20.69.74 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.141 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

37.26.147.196 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

185.130.5.249 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1

149.210.216.68 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

74.82.47.47 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

198.20.70.114 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

176.13.13.6 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

141.212.122.142 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.86.58 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1
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Top Attackers In WAF
Attacker
Address

Attacker Geo
Target
Address

Site Signature
Device
Action

Count

128.232.110.28
United
Kingdom

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple NULL Character in Method from 199.115.117.88 Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Abnormally Long Header Line from 199.115.117.88 Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Malformed HTTP Header Line from 199.115.117.88 Block 1

142.54.160.210 United States 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.1916wh.com/ Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Unknown HTTP Request Method from 199.115.117.88 Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Abnormally Long Request from 199.115.117.88 Block 1

66.249.65.28 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/shared/usercontrols/headerupper/

Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Malformed URL from 199.115.117.88 Block 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Illegal Byte Code Character in Method from 169.229.3.91 Block 1

207.46.13.64 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 207.46.13.64 Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Illegal Byte Code Character in Header Name from 199.115.117.88 Block 1

66.249.78.222 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/general/general.aspx

Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple NULL Character in Header Name from 199.115.117.88 Block 1

198.20.69.74 United States 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

207.46.13.64 United States 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/homepage/homepage.aspx

Block 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.ilMultiple Illegal Byte Code Character in Method from 199.115.117.88 Block 1

 02-11-2016 to 02-12-2016 

 02-11-2016 to 02-12-2016 


