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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
142. 54. 160. 210 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
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02-11-2016 to 02-12-2016

|Top Attackers In |D|

Attacker Address

| Attacker Geo | Target Address |ste |9 gnature | count |
164. 39. 11. 198 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.21.73 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
198. 12. 82. 58 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1




02-11-2016 to 02-12-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature |Device Action  |Count |
157. 55. 39. 92 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 4
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 2
190. 240. 3. 27 Col onbi a 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
115.28.7.221 Chi na 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti meout rej ect 1
202.149.77.2 | ndonesi a 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
176.13.13.6 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122. 144 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
64. 125. 239. 180 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 130. 6. 191 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 United Kingdom |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST rej ect 1
216.218.206. 119 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 122 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212. 122. 145 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
74.82.47.6 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN - > SYN- ACK - > Ti meout rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
141.212.122. 141 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.147. 196 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 130. 5. 249 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
149. 210. 216. 68 Net her | ands 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 47 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 70. 114 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
176.13.13.6 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 142 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
46. 19. 86. 58 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence I nval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

Tar get

‘Attacker Go Addr ess Sgnature Acti on ‘Count
128. 232. 110. 28 llgi“r::gom 147.237. 0. 15 |kosher-kravi .idf.illUhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
199. 115.117.88 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.ilfMiltiple NJLL Character in Method from199.115. 117. 88 B ock 1
199.115. 117. 88 |Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|Miltipl e Abnornal |y Long Header Line from 199.115.117.88 B ock 1
199.115. 117. 88 |Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|Mil tiple Ml fornmed HTTP Header Line from 199.115.117. 88 B ock 1
142. 54.160. 210 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.iljUnaut hori zed URL Access to ww 1916wh. cond Bl ock 1
199. 115.117. 88 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.iljMil tipl e Unknown HTTP Request Method from 199. 115. 117. 88 B ock 1
199.115. 117. 88 |Lhited Sates |147.237.0. 15 |kosher-kravi.idf.il|Miltipl e Abnornal |y Long Request from 199. 115.117. 88 B ock 1
.. . . [Uhauthorized URL Access to
66. 249. 65.28 I srael 147.237.0.15 |kosher-kravi .idf. i vamw kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
199. 115.117. 88 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.iljMiltiple Malformed URL from 199. 115.117. 88 Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.illMltiple I1legal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1
207.46. 13. 64 Lhited Sates |147.237.0.15 |kosher-kravi.idf.iljMiltiple Unaut hori zed URL Access from 207. 46. 13. 64 B ock 1
199.115.117.88 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.ilfMiltiple |l1legal Byte Gode Character in Header Nane from199. 115, 117. 88 B ock 1
.. . [Uhauthorized URL Access to
66. 249. 78. 222 |l srael 147.237.0. 15 |kosher-kravi.idf.i I\/\mw kosher-kravi .i df.i1/tenpl at es/ general / general . aspx Bl ock 1
199. 115.117. 88 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.iljMiltiple NJLL Character in Header Nane from 199. 115. 117. 88 B ock 1
198. 20. 69. 74 Lhited Sates |147.237.0.15 |kosher-kravi.idf.iljUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
207.46.13.64 |lhited Sates [147.237.0.15 |kosher-kravi.idf .| uthorized WL Access to Bl ock 1
waw. kosher - kravi . i df . il/tenpl at es/ honepage/ honepage. aspx
199. 115. 117. 88 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.ilfMiltiple Il1egal Byte Gode Character in Method from199. 115. 117. 88 Bl ock 1
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