02-10-2016 to 02-11-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

19+

184

174

164

154

14+

134

124

114

10+

O

Nunmber g
a 7-
Attacks 64
5-

4

3

2-

1+

Top Tar get

[Top Attackers |

W 128.232.110. 28, United Ki ngdom
66. 249. 65. 238, Lhited Sates

W 142.54.160. 213, Whited Sates
138.128. 184. 104, lhited Sates

Nunmber l 66.249. 78. 222, |srael
a
W 185. 130. 5. 161 Il
St acks 85.130. 5. 161, nu

[ 14.63.173.233, Korea, Republic of
W 66.249.78.54, |srael

185. 35.62. 11, Snitzerland
H 81. 182.159. 29, Hungary

Top Attackers



02-10-2016 to 02-11-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
142. 54. 160. 213 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
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02-10-2016 to 02-11-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count |
66. 249. 65. 238 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sA (2) 2
59. 45.79. 117 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
81.182. 159. 29 Hungary 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 161 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
14. 63.173. 233 Korea, Republic of 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
138.128. 184. 104 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1




02-10-2016 to 02-11-2016

|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address [Ste | Name |9 gnature | Devi ce Action  |Count |
216.243.31. 2 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
74.82.47.18 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 35. 62. 110 Sntzerl and 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 189 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.218. 251. 251 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
176.13. 1. 180 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 1
128.232.110. 29 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 44 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 114 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 206 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
89. 108. 144. 114 Lebanon 147.237.0.15 kosher-kravi.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
176.13. 1. 180 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
130. 193. 51. 91 Russi an Federation 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 1
81.182. 159. 29 Hungary 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
216.218. 206. 118 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 207 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0.15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 36 Chi na 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.188 Lhited Sates 147.237.0. 15 kosher - kravi .i df .| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.218. 251. 251 | srael 147.237.0.15 kosher-kravi.idf.il |Bad TCOP sequence I nval i d ACK nunber alert 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |drop SAMrul e drop 1
128. 232.110. 29 Uni ted Ki ngdom 147.237.0. 15 kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1




02-10-2016 to 02-11-2016

|Top Attackers In V\AF|

Tar get Devi ce

Attacker Address |Attacker Geo Addr ess Sgnature Action ‘Oount
128. 232. 110. 28 LKJ?ir:;gom 147.237. 0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to 147.237.0. 15/ B ock 2
185. 35. 62. 11 Sii t zerl and 147.237. 0. 15 |kosher-kravi.idf.ilfUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
66.249.78.54  |Israel 147.237.0. 15 |kosher-kravi i df i | 13Ut hori zed URL Access to Bl ock 1

kosher-kravi .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/
.. . . (Unauthori zed URL Access to
212.179. 132. 203|l srael 147.237.0.15 |kosher-kravi.idf.il Kosher-kravi .i df.i1/sip storagelfil es/ 3 si ze338x0/ 1613.| pg B ock 1

Unaut hori zed URL Access to

66. 249.78. 222 | srael 147.237.0.15 kosher-kravi. idf. | IV\WN kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

141.212.122.177|Whited Sates |147.237.0.15 |kosher-kravi.idf.illUhaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
: .. . . [Unaut hori zed URL Access to

68.180. 229. 230 Lhited Sates [147.237.0.15 |kosher-kravi.idf. i Ivw\:w kosher-kravi .idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !

142.54.160. 213 |lhited Sates |147.237.0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to www. 1916wh. coni B ock 1

61. 135.190. 71 Chi na 147.237.0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1

79.176. 160. 102 |l srael 147.237.0. 15 |kosher-kravi.idf.iljUnaut hori zed URL Access to www kosher -kravi . idf.il/894-he/ orchot. asp B ock 1
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