
  Focused IP Under
Attack Daily Report

Top Targets   

Top Target

Number
Of

Attacks

0

20

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20

20

ko
sh
er
-k
ra
vi
.i
df
.i
l

Top Attackers 

169.229.3.91, United States

54.67.38.74, United States

142.54.160.211, United States

82.221.105.7, Iceland

177.240.111.115, Mexico

109.169.67.50, United Kingdom

212.47.237.95, France

108.59.8.68, United States

207.46.13.31, United States

104.131.169.96, United States
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

142.54.160.211 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 forward DP-Tehila 1
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Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

 02-08-2016 to 02-09-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

54.67.38.74 United States 147.237.0.15 kosher-kravi.idf.ilSERVER-APACHE Apache mod_ssl non-SSL connection to SSL port denial of service attempt 1

119.62.123.227 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

179.43.141.234 Switzerland 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

212.47.237.95 France 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential VNC Scan 5900-5920 1

93.189.26.18 Austria 147.237.0.15 kosher-kravi.idf.ilET SCAN NMAP -sS window 1024 1

122.72.0.198 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1

183.60.48.25 China 147.237.0.15 kosher-kravi.idf.ilET SCAN Potential SSH Scan 1
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Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

62.219.47.77 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid sequence number monitor 4

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

94.102.51.30 Netherlands 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 2

184.105.139.104 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

82.221.105.7 Iceland 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

104.131.169.96 United States 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 1

54.67.38.74 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

184.105.247.224 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

84.110.36.88 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

199.115.117.88 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

84.110.36.88 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

184.105.139.87 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.204 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

216.218.206.98 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.il
Illegal Byte Code Character in Method 75Ã?Ã™ÃˆÃŠ2&jÂšÂ³o7WÃ˜jj[[#12]]A#Â€
Â¢p[[#21]]Â½Â©Ã³Â—Ã´Â¼GÂµÂ£9Â§Â­Ã’Ãˆ9ÃŸÃ´K=Â—Ã¸Â±GÂ«Â?ZÃ¢Â‡
Ã«ÃŽf

Block 1

54.67.38.74
United
States

147.237.0.15 kosher-kravi.idf.il
Multiple Untraceable SSL Sessions from 54.67.38.74 (Protocol violation
(SSL_CONN_CLIENT_HELLO))

None 1

207.46.13.31
United
States

147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/shared/usercontrols/navmenu/

Block 1

109.169.67.50
United
Kingdom

147.237.0.15 kosher-kravi.idf.ilMalformed URL * Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilIllegal Byte Code Character in URL Block 1

82.221.105.7 Iceland 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

142.54.160.211
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to www.1916wh.com/ Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.il
Unknown HTTP Request Method 75Ã?Ã™ÃˆÃŠ2&jÂšÂ³o7WÃ˜jj[[#12]]A#Â€
Â¢p[[#21]]Â½Â©Ã³Â—Ã´Â¼GÂµÂ£9Â§Â­Ã’Ãˆ9ÃŸÃ´K=Â—Ã¸Â±GÂ«Â?ZÃ¢Â‡
Ã«ÃŽf in URL 

Block 1

104.131.169.96
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilAbnormally Long Request method Block 1

177.240.111.115 Mexico 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to /tmunblock.cgi Block 1

108.59.8.68
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1
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