02-07-2016 to 02-08-2016

<
v Focused IP Under
www.gov.il Attack Daily Report

1"NPT SwNn

[Top Targets |

Number 74
a 6
Attacks 5

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

W 175.99. 87. 209, Taiwan
59. 45.79. 117, China
W 66.249.65.224, Whited Sates
207.46.13.31, Lhited Sates
W 94.233.194. 48, Russian Federation
H 193. 201. 227. 11, |kraine
[ 92.48.119.89, Wnited K ngdom
l 189. 203. 240. 181, Mexi co
66. 249. 69. 112, | srael
H 185.56. 28. 72, Net her| ands




02-07-2016 to 02-08-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |Sgnature | Devi ce Action | P | ocati on. Locat i on




02-07-2016 to 02-08-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Geo

| Target Address

|Ste

|Sgna1ure

|Eevi ce Action

|Oount



|Top Attackers In |D|

02-07-2016 to 02-08-2016

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count
59.45.79. 117 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 2
66. 249. 65. 224 Lhited Sates 147.237.0.15 kosher-kravi .idf.il ET SCAN NVAP -sA (2) 2
92. 48. 119. 89 Uhit ed Ki ngdom 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
175. 99. 87. 209 Tai wan 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
175. 99. 87. 209 Tai wan 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
189. 203. 240. 181 Mexi co 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
213. 244.233. 123 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
94. 233. 194. 48 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
175. 99. 87. 209 Tai wan 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 56. 28. 72 Net her | ands 147.237.0. 15 kosher-kravi . i df.il ET SCAN Potential SSH Scan 1
193. 201. 227. 11 Lkr ai ne 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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185. 130. 5. 207 147.237.0.15 kosher - kravi .idf.il drop SAMrul e drop 80
85. 64. 80. 104 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval id ACK nunber alert 4
85. 64. 80. 104 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 113 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
216.243.31.2 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 2
157. 55. 39. 152 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
141.212.122. 80 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
216.218. 206. 110 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 152 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212. 122. 95 Lhited Sates |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
46.19. 86. 17 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218. 206. 118 Lhited Sates |147.237.0.15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
195. 60. 232. 57 | srael 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 214 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 69 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
216. 218. 206. 123 Lhited Sates |147.237.0.15 kosher - kravi .idf.il SYN Attack SYN -> SYN ACK -> RST rej ect 1
157. 55. 39. 152 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
104. 128. 144. 131 Canada 147.237.0. 15 kosher-kravi.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
198. 20. 70. 114 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK -> Ti meout rej ect 1
141.212.122. 215 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 35 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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61. 135. 190. 200 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|Unaut hori zed URL Access to 147.237.0. 15/ Bl ock
. . [Unaut hori zed URL Access to

66. 249. 69. 112 |lsrael 147.237. 0. 15 |kosher-kravi . i df"lv\mw Kosher-kravi .i df. i1 /tenl at esf general / gener al . aspx Bl ock
Lhi ted .. . - lUhauthori zed URL Access to

207.46.13.31 Sates 147.237.0.15 lkosher-kravi .i df .| wane kosher -kravi . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock
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