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02-04-2016 to 02-05-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address
54.67.38. 74

| Attacker Geo

|Target Address |Ste

|9 gnature |Device Action  |CP1ocation. Locati on |count |
Lhited Sates |147.237.0.15 kosher-kravi .idf.il DCB- ht t pdx- hr eadr equest - FS dest - r eset BBL- Fr ankf urt 1
64. 246. 161. 42 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1




02-04-2016 to 02-05-2016

|Top Attackers In IPS|

Attacker Address

|Attacker Go |Target Addr ess |Ste |S gnat ure |mvi ce Action |Oount \
151. 80. 31. 112 Italy 147.237.0. 15 kosher-kravi .idf.il 28: HITP. AhrefBot craw er B ock 1
188. 165. 15. 50 France 147.237.0. 15 kosher-kravi.idf.il C228: HITP.  AhrefBot craw er B ock 1




02-04-2016 to 02-05-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
66. 249. 81. 240 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sA (2) 4
59. 45.79. 117 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
62. 197. 208. 36 Jovaki a 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 7 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sA (2) 1
91. 201. 236. 114 Lkr ai ne 147.237.0. 15 kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147 Lhited Sates 147.237.0.15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
88. 249. 106. 23 Tur key 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
101.100. 175. 112 S ngapor e 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1




02-04-2016 to 02-05-2016

|Top Attackers In FW |

Attacker Address |Attacker Geo | Target Address |Ste | Name |9 gnature | Devi ce Action |Count |

212.76.127.219 |lsrael 147.237.0.15 |kosher-kravi.idf.il|Bl ock HT'TP Non Conpliant |Failed to handl e connection data noni t or 100
64. 246. 161. 42 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il |Header Rgjection header rejection pattern found in request |nonitor 9
216.243.31. 2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 2
104. 236. 94. 82 147.237.0.15 |kosher-kravi.idf.il|Bl ock HT'TP Non Conpliant |Failed to handl e connection data noni t or 1
66. 249. 69. 238 | srael 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
141.212.122.72 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
89.248.174. 4 Net her | ands 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
54.251.144. 191 |S ngapore 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 12. 48 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
128.232.110.28 |United Kingdom |147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST aert 1
74.82.47.34 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 1
216.218.206.98 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 173 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
104. 131. 9. 22 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
64.125.239.131 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
176. 13. 12. 48 | srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
128.232.110.28 |United Kingdom |147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN- ACK -> RST rej ect 1
80. 246. 133. 211 |l srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122. 174 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 1
104. 236. 92. 104 147.237.0.15 |kosher-kravi.idf.il|Bl ock HTTP Non Conpliant |Failed to handl e connection data noni t or 1
184.105.139. 72 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.71 |lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 211 |l srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence I nval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|drop SAMrul e drop 1




02-04-2016 to 02-05-2016

|Top Attackers In V\AF|

A tacker

Tar get

Ceo Addr ess Sgnature
54.251. 144. 191 |S ngapor e 147.237.0. 15 |kosher-kravi.idf.ilJUnaut hori zed URL Access to / Bl ock 1
212.143. 49. 22 |l srael 147.237.0. 15 |kosher-kravi.idf.i|Miltiple Uaut horized URL Access from 212. 143. 49. 22 Bl ock 1
61.135.190. 71 |Chi na 147.237.0. 15 |kosher-kravi.idf.ilfUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
.. . . fUnaut hori zed URL Access to
212.143.49. 22 |lsrael 147.237.0. 15 |kosher-kravi.idf.i vav Kosher-kravi i df.il/sip storagelfiles/3/ 1773.] pg Bl ock 1
66. 249. 78. 187 |Israel 147.237.0.15 |kosher-kravi .idf i | authori zed LRL Access to . . B ock 1
ww kosher-kravi .idf.il/tenpl at es/ si t enap/ si t enap. aspx
89.248.174. 4 Net herl ands |147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to 147.237.0. 15/ ock 1
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