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Top Attackers 

66.249.81.240, United States

212.143.49.22, Israel

54.251.144.191, Singapore

88.249.106.23, Turkey

62.197.208.36, Slovakia

151.80.31.112, Italy

54.67.38.74, United States

66.249.93.7, United States

61.240.144.65, China

101.100.175.112, Singapore
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

54.67.38.74 United States 147.237.0.15 kosher-kravi.idf.il DOS-httpdx-hreadrequest-FS dest-reset BBL-Frankfurt 1

64.246.161.42 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 drop BBL-Frankfurt 1

 02-04-2016 to 02-05-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

151.80.31.112 Italy 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 1

188.165.15.50 France 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 1

 02-04-2016 to 02-05-2016 



Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

66.249.81.240 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sA (2) 4

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

62.197.208.36 Slovakia 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

66.249.93.7 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sA (2) 1

91.201.236.114 Ukraine 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

209.126.116.147 United States 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

61.240.144.65 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5800-5820 1

88.249.106.23 Turkey 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

101.100.175.112 Singapore 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

 02-04-2016 to 02-05-2016 



Top Attackers In FW
Attacker Address Attacker Geo Target Address Site Name Signature Device Action Count

212.76.127.219 Israel 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 100

64.246.161.42 United States 147.237.0.15 kosher-kravi.idf.il Header Rejection header rejection pattern found in request monitor 9

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 2

104.236.94.82 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 1

66.249.69.238 Israel 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

141.212.122.72 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

89.248.174.4 Netherlands 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

54.251.144.191 Singapore 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

176.13.12.48 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

128.232.110.28 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1

74.82.47.34 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.98 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.173 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

104.131.9.22 United States 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 1

64.125.239.131 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Timeout reject 1

176.13.12.48 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

128.232.110.28 United Kingdom 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

80.246.133.211 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number alert 1

141.212.122.174 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

104.236.92.104 147.237.0.15 kosher-kravi.idf.il Block HTTP Non Compliant Failed to handle connection data monitor 1

184.105.139.72 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.71 United States 147.237.0.15 kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST reject 1

80.246.133.211 Israel 147.237.0.15 kosher-kravi.idf.il Bad TCP sequence Invalid ACK number monitor 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

54.251.144.191 Singapore 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to / Block 1

212.143.49.22 Israel 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 212.143.49.22 Block 1

61.135.190.71 China 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

212.143.49.22 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/sip_storage/files/3/1773.jpg

Block 1

66.249.78.187 Israel 147.237.0.15 kosher-kravi.idf.il
Unauthorized URL Access to
www.kosher-kravi.idf.il/templates/sitemap/sitemap.aspx

Block 1

89.248.174.4 Netherlands 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1
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