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94.199. 151. 22, United Ki ngdom
142.54.169. 166, Lhited Sates
192. 243. 55. 136, Donmi ni ca

218. 1. 31. 135, China

37.200. 225. 36, Qran
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88.162. 171. 172, France
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
142. 54. 169. 166 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
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02-03-2016 to 02-04-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count
59.45.79. 117 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
145. 255. 2. 133 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218.1.31. 135 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
37.200. 225. 36 Oman 147.237.0. 15 kosher-kravi . i df.il ET SCAN NMAP -sS wi ndow 1024 1
123. 201. 255. 106 India 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 70 Lkr ai ne 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1




02-03-2016 to 02-04-2016

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste | Name |9 gnature | Devi ce Action |Count |
78.171.219. 75 Tur key 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 7
192. 243. 55. 134 Doni ni ca 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNFACK retransnit with different w ndow scal e noni t or 6
192. 243. 55. 134 Doni ni ca 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti neout rej ect 4
37.26. 147. 224 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 2
216.243.31.2 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 2
74.82.47. 40 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122.180 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 129 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACK nunber noni t or 1
185. 35. 62. 247 Sntzerl and 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti meout rej ect 1
74.82.47.50 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN ACK -> RST rej ect 1
209. 126. 116. 147 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
54. 67.38. 74 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
216. 218. 206. 94 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 162 Chi na 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64. 125. 239. 29 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
141.212.122.179 |Lhited Sates |147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.88 |Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1




02-03-2016 to 02-04-2016

|Top Attackers In V\AF|

Tar get

Devi ce

Attacker Address |Attacker Geo Addr ess Sgnature Action ‘Oount
94.199. 151. 22 LKJ?Ir:;gom 147.237.0. 15 |kosher-kravi.idf.iljMil ti pl e Uhaut hori zed URL Access from 94.199. 151. 22 B ock 5
113.76.90. 144 |Chi na 147.237.0. 15 |kosher-kravi.idf.ilfUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
192. 243. 55. 136 |Donini ca 147.237.0. 15 |kosher-kravi.idf.i|Miltipl e Unauthorized URL Access from 192. 243. 55. 136 B ock 1
141.212.122.177|\hited Sates |[147.237.0.15 |kosher-kravi.idf.i|D stributed Uhaut hori zed URL Access on 147.237.0. 15/ B ock 1
- - . [Unaut hori zed URL Access to
192.243.55. 136 |Dom ni ca 147.237.0.15 kosher-kravi.idf. | vawv kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
94.199,151. 22 | ted 147.237.0. 15 |kosher-kravi .idf i |21t hori zed URL Access to Bl ock 1
Ki ngdom waw kosher - kravi . i df . i1/t enpl at es/ homepage/ honepage. aspx
142.54.169. 166 |lhited Sates |147.237.0.15 |kosher-kravi.idf.iljUnaut hori zed URL Access to www 99yyzz. coni B ock 1
61. 135. 190. 198 |Chi na 147.237.0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
113. 76. 90. 95 Chi na 147.237.0. 15 |kosher-kravi.idf.iljUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.illlllegal Byte Gode Character in Method B ock 1
88.162. 171. 172 |France 147.237.0. 15 |kosher-kravi .idf i ["2Uthori zed URL Access to Bl ock 1

wan kosher -kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper /
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