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Top Attackers 

202.162.202.194, Indonesia

169.229.3.91, United States

74.91.28.59, United States

142.54.160.211, United States

141.212.122.81, United States

80.82.79.104, Netherlands

183.105.20.181, Korea, Republic of

123.58.145.200, China

121.201.27.61, China

218.246.0.97, China
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Top Attackers In DDoS-Defence
Attacker Address Attacker Geo Target Address Site Signature Device Action DP_location.Location Count

74.91.28.59 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 forward DP-Tehila 1

142.54.160.211 United States 147.237.0.15 kosher-kravi.idf.il block-sp-traf1 forward DP-Tehila 1

 01-31-2016 to 02-01-2016 



Top Attackers In IPS
Attacker Address Attacker Geo Target Address Site Signature Device Action Count

151.80.31.141 Italy 147.237.0.15 kosher-kravi.idf.il C228: HTTP:  AhrefBot crawler Block 1

202.162.202.194 Indonesia 147.237.0.15 kosher-kravi.idf.il C025: HTTP: access to administrator/index.php -> Quarantine Block 1
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Top Attackers In IDS
Attacker Address Attacker Geo Target Address Site Signature Count

59.45.79.117 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

82.117.208.243 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

123.58.145.200 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential VNC Scan 5900-5920 1

202.162.202.194 Indonesia 147.237.0.15 kosher-kravi.idf.il SERVER-WEBAPP admin.php access 1

218.246.0.97 China 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

80.82.79.104 Netherlands 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

121.201.27.61 China 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

183.105.20.181 Korea, Republic of 147.237.0.15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1

210.93.50.130 Korea, Republic of 147.237.0.15 kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Geo
Target
Address

Site Name Signature
Device
Action

Count

85.65.71.200 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 16

85.65.71.200 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number alert 9

216.243.31.2 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 2

184.105.139.126 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

93.70.3.23 Italy 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

216.218.206.107 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.175 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

64.125.239.110 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

185.130.5.196 147.237.0.15 kosher-kravi.idf.il
Web Server Enforcement
Violation

Masscan Port Scanner reject 1

141.212.122.85 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.19.85.162 Israel 147.237.0.15 kosher-kravi.idf.ilBad TCP sequence Invalid ACK number monitor 1

216.218.206.120 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

169.229.3.91 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

185.130.5.196 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

141.212.122.86 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

46.32.232.112 United Kingdom 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> Timeout reject 1

184.105.139.124 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

188.143.232.19
Russian
Federation

147.237.0.15 kosher-kravi.idf.ilBad TCP sequence
SYN+ACK retransmit with different window
scale

monitor 1

141.212.122.174 United States 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1

61.160.224.129 China 147.237.0.15 kosher-kravi.idf.ilSYN Attack SYN -> SYN-ACK -> RST reject 1
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Top Attackers In WAF

Attacker Address
Attacker
Geo

Target
Address

Site Signature
Device
Action

Count

202.162.202.194 Indonesia 147.237.0.15 kosher-kravi.idf.ilMultiple Unauthorized URL Access from 202.162.202.194 Block 4

202.162.202.194 Indonesia 147.237.0.15 kosher-kravi.idf.ilPHP Attempt Block 2

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.il
Unknown HTTP Request Method [[#3]]Â¼[[#12]]Ã²Ã—ÂŸ[[#6]]Ã¦Ã€$Â±Ãž
Ã¼CÃ³
in URL 

Block 1

74.91.28.59
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to g00d.e0534.com/ Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilAbnormally Long Request method Block 1

202.162.202.194 Indonesia 147.237.0.15 kosher-kravi.idf.ilMultiple Admin Blocking from 202.162.202.194 Block 1

91.207.60.64 Ukraine 147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to 147.237.0.15/ Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilIllegal Byte Code Character in URL Block 1

141.212.122.81
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to /x Block 1

169.229.3.91
United
States

147.237.0.15 kosher-kravi.idf.ilMultiple Illegal Byte Code Character in Method from 169.229.3.91 Block 1

142.54.160.211
United
States

147.237.0.15 kosher-kravi.idf.ilUnauthorized URL Access to g00d.e0534.com/ Block 1
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