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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Geo | Target Address | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
74.91. 28. 59 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
142.54.160. 211 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste

|Sgna1ure |Davi ce Action |Count |
151. 80. 31. 141 Italy 147.237.0. 15 kosher-kravi.idf.il |28 HITP. AhrefBot craw er B ock 1
202. 162. 202. 194 |l ndonesi a 147.237.0.15 |kosher-kravi.idf.il |Q025: HITP. access to adnini strator/index. php -> Quarantine B ock 1




01-31-2016 to 02-01-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |gte |9 gnature |count |
59. 45.79. 117 Chi na 147.237.0. 15 kosher - kravi .idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 58. 145. 200 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
202. 162. 202. 194 | ndonesi a 147.237.0. 15 kosher-kravi .idf.il SERVER- WEBAPP adni n. php access 1
218.246.0. 97 Chi na 147.237.0.15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 Net her | ands 147.237.0.15 kosher - kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
121.201. 27. 61 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 105. 20. 181 Korea, Republic of 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
210. 93. 50. 130 Korea, Republic of 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Tar get

Sgnature

Devi ce

‘Count

Addr ess Action
85. 65. 71. 200 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 16
85. 65. 71. 200 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 9
216.243.31.2 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN ACK -> RST rej ect 2
184. 105. 139. 126|lhited Sates 147.237.0. 15 |kosher-kravi.idf.il]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
93.70. 3. 23 Italy 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 107|lhited S ates 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 175|lLhited Sates 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
64.125.239. 110 |Whited Sates 147.237.0. 15 |kosher-kravi.idf.il]SYN At tack SYN -> SYN- ACK -> Ti neout rej ect 1
185. 130. 5. 196 147.237.0. 15 |kosher-kravi.idf.i IYA%E))I aSIeirc:/ner Enf or cenrent Masscan Port Scanner rej ect 1
141.212.122.85 |[Lhited Sates 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 162 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
216.218. 206. 120|Lhited Sates 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN ACK -> RST rej ect 1
185. 130. 5. 196 147.237.0. 15 |kosher-kravi.idf.il]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.86 |Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.32.232.112 |United Kingdom |[147.237.0.15 |kosher-kravi.idf.il|SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 1
184. 105. 139. 124|Lhited Sates 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
188. 143. 232. 19 Russi an 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence SINPAGK retransmt with different w ndow noni t or 1
Feder ati on scal e
141.212.122. 174|lhited Sates 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
61. 160. 224. 129 |Chi na 147.237.0. 15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1




01-31-2016 to 02-01-2016

|Top Attackers In V\AF|

A tacker Tar get Devi ce

Attacker Address Geo Addr ess Sgnature Acti on ‘Oount
202. 162. 202. 194l ndonesi a 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Unaut hori zed URL Access from 202. 162. 202. 194 Bl ock 4
202. 162. 202. 194l ndonesi a 147.237.0. 15 |kosher-kravi.idf.il|PH? At enpt Bl ock 2
Ui ted Unknown HTTP Request Method [[#3]] AV [ #12]] A2 A—AY[ [ #6]] Al RESA+AZ
169. 229. 3. 91 147.237.0. 15 |kosher-kravi .idf.i |AvCA3 Bl ock 1
Sates .
in LR
74.91. 28. 59 g;tts: 147.237.0. 15 |kosher-kravi.idf.iljUnaut horized URL Access to g00d. e0534. coni B ock 1
169. 229.3. 91 gl;tteesd 147.237.0. 15 |kosher-kravi.idf.ilJAbnornal |y Long Request method Bl ock 1
202. 162. 202. 194l ndonesi a 147.237.0. 15 |kosher-kravi.idf.il|Mil tipl e Adnmin Bl ocki ng from 202. 162. 202. 194 Bl ock 1
91. 207. 60. 64 krai ne 147.237.0. 15 |kosher-kravi.idf.iljUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
169. 229. 3. 91 gqlait:: 147.237.0. 15 |kosher-kravi.idf.iljlll1ega Byte Gode Character in URL Bl ock 1
141.212. 122. 81 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.illUnaut hori zed URL Access to /x B ock 1
169. 229.3.91 gqlait:: 147.237.0. 15 |kosher-kravi.idf.il|Miltiple Ill1egal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
142. 54. 160. 211 gq;tt:: 147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to g00d. e0534. comi Bl ock 1
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