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01-27-2016 to 01-28-2016

|Top Attackers | n DDoS- Def ence |
Attacker Address

| Attacker Geo

|Target Address |Ste |9 gnature | Device Action  |DP.Iocation. Location |count |
94. 23. 98. 162 Uhi t ed Ki ngdom 147.237.0. 15 kosher-kravi .idf.il HTTP- M SC- Acunet i x- Ur | dest - reset BBL- Fr ankf urt 1
74.91. 28. 58 Lhited Sates 147.237.0. 15 kosher -kravi .i df .| bl ock-sp-traf 1 f orward CP-Tehi | a 1




01-27-2016 to 01-28-2016

|Top Attackers In IPS|

Attacker Address |Attacker Geo |Tar get Address |S te |Davi ce Action
Kazakst an 147.237.0. 15 kosher-kravi .idf.il Q003: HITP: phpM/Adm n access B ock 1




01-27-2016 to 01-28-2016

|Top Attackers In |D|

Attacker Address|Attacker Geo|Target Address|Ste | gnature | count |
50. 204. 188. 142 |Lhited Sates|147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN NVAP -f -sS 1
59. 45.79. 117 Chi na 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential SSH Scan 1
107. 150. 36. 242 |Lhited Sates|147. 237. 0. 15 |kosher-kravi.idf.il|ET SCAN Potenti al SSH Scan 1
187. 160. 67. 141 |Mexi co 147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or Brute Force |1
50. 204. 188. 142 |Lhited Sates|147.237. 0. 15 |kosher-kravi.idf.il|ET SCAN NMAP -sS wi ndow 2048 1
94.76. 14. 140 Bahrai n 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
121.201.27.61 |China 147.237.0.15 |kosher-kravi.idf.il[ET SCAN Potential SSH Scan 1
222.186. 34. 171 [Chi na 147.237.0.15 |kosher-kravi.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1




01-27-2016 to 01-28-2016

|Top Attackers In FW |

Atacker Address |Attacker Geo |Target Address |Ste [Name |9 gnature | Devi ce Action |Count |
92. 253. 64. 93 Jor dan 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence noni t or 121
92. 253. 64. 93 Jordan 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK -> Ti neout rej ect 64
80. 179. 22. 139 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 37
92. 253. 64. 93 Jordan 147.237.0.15 |kosher-kravi.idf.il |Bad TCOP sequence |Invalid ACK nunber alert 25
92. 253. 64. 93 Jor dan 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACGK nunber noni t or 17
46.19. 86. 224 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 16
46.19. 86. 224 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 10
94. 23. 98. 162 Uni ted Kingdom [147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |SYNretransmt wth different w ndow scal e noni t or 3
216.243.31. 2 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
212.154. 250. 21 Kazakst an 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN- ACK - > Ti meout rej ect 1
141.212.122. 167 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 251 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 131. 190 |l srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber alert 1
74.82. 47. 46 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 79 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |drop SAMrul e drop 1
185. 35. 62. 86 Sii t zer| and 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
109. 253. 131. 190 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |Invalid ACK nunber noni t or 1
216. 218. 206. 98 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
176. 13. 20. 49 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |l nvalid ACK nunber alert 1
185. 130. 5. 247 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.166 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 13. 20. 49 | srael 147.237.0.15 |kosher-kravi.idf.il |Bad TCP sequence |lnvalid ACGK nunber noni t or 1
64.125. 239. 197 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1




01-27-2016 to 01-28-2016

|Top Attackers In V\AF|

Attacker Address

Attacker Geo

Tar get

Sgnature

Devi ce

Addr ess

Action

‘Oount

207. 232. 46. 209 |l srael 147.237.0. 15 |kosher-kravi.idf.ifMil tipl e Unhaut hori zed URL Access from 207. 232. 46. 209 B ock 2
212.154. 250. 21 |Kazakst an 147.237.0. 15 |kosher-kravi.idf.il|Mal formed URL <titl e>phpnyadnin B ock 1
74.91. 28. 58 Lhited Sates |147.237.0.15 |kosher-kravi.idf.illUnauthori zed URL Access to www x99noyu. net / B ock 1
185. 35. 62. 11 Sntzerl and 147.237.0. 15 |kosher-kravi.idf.ilfUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
212.154. 250. 21 |Kazakst an 147.237. 0. 15 |kosher-kravi.idf.iljUnaut hori zed UR. Access to 147.237.0. 15/ phpnyadni n/ B ock 1
94. 23. 98. 162 Ei“'ntgegom 147.237.0. 15 |kosher-kravi.idf.i|Distributed M formed URL B ock 1
94. 23. 98. 162 LK!i“r:gegom 147.237. 0. 15 |kosher-kravi.idf.ilfUnaut hori zed URL Access to 147.237.0. 15/ B ock 1
.. . . lUhauthori zed URL Access to
207. 232. 46. 209 |l srael 147.237.0. 15 |kosher-kravi.idf.il waw kosher-kravi . i of i 1/sip storagelfiles/ 3 1773.] pg Bl ock 1
141.212.122. 160|lhited Sates |147.237.0.15 |kosher-kravi.idf.ilUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
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