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W 79.179.112. 128, |srael

115. 239. 228. 10, Chi na
169.229.3.91, Lhited Sates
74.91.28.58, Lhited Sates
218.246.0.97, China

191. 240. 136. 5, Brazil

89. 163. 148. 90, Ger nany
61.135. 190. 72, China

188. 165. 15. 75, France

H 81.202.58. 210, Spain




01-26-2016 to 01-27-2016

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo

|Target Address |Ste
115. 239. 228. 10 Chi na

|9 gnature | Device Action  |DPIocation. Location
147.237.0. 15 kosher - kravi . i df.il Frk_Under Attack Con Htp drop BBL- Fr ankf urt 2
74.91. 28. 58 Lhited Sates 147.237.0. 15 kosher-kravi .i df.il bl ock-sp-traf 1 forward DP-Tehi | a 1
115. 239. 228. 10 Chi na 147.237.0. 15 kosher-kravi .idf.il Frk Purple Gon_Limt Htp drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |A1 tacker Geo |Tar get Address | Ste | Devi ce Action
188. 165. 15. 75 France 147.237.0.15 kosher-kravi .idf.il (228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |ste |9 gnature | count |
59.45.79. 117 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
89. 163. 148. 90 Ger nany 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
191. 240. 136. 5 Bazil 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
81. 202. 58. 210 Spai n 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
137.117. 168. 203 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246.0.97 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Tar get

Attacker Address Geo Addr ess Sgnature
80. 82. 64. 68 Net her | ands [147. 237. 0. 15 |kosher-kravi.idf i || ' 3™ ng Engi ne: TCP Segrent TCP segnent out of naxi mum al | oved drop 9
Li mt Enf or cenent sequence. Packet dropped.

216.243.31.2 LShIaItss 147.237. 0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 2
191. 240. 136.5 |Bazil 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 2
141.212. 122. 183 g‘;tt:: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 42 ;ﬁ;ttees 147.237. 0. 15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 191 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97. 106. 162 |Chi na 147.237. 0. 15 |kosher-kravi .idf.il|dr op SAMrul e drop 1
80. 246. 133. 114 |Israel 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invali d ACK nunber alert 1
66. 249. 65. 224 | srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP seqguence Inval id ACK nunber noni t or 1
216. 218. 206. 120 LSthlatt:sd 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 208 g];::: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her| ands |147. 237. 0. 15 |kosher-kravi.idf.il|Bad TCP seqguence Inval id ACK nunber alert 1
52.28.32. 164 gﬁ;ttg: 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 130. 5. 207 147.237.0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
80. 246. 133. 114 |l srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP seqguence Inval id ACK nunber noni t or 1
66. 249. 78. 47 | srael 147.237.0. 15 |kosher-kravi.idf.il|Bad TCP seqguence Inval id ACK nunber noni t or 1
45.79. 143. 81 147.237.0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 223 g‘;tt:: 147.237. 0. 15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her| ands |147. 237. 0. 15 |kosher-kravi.idf.il|Bad TCP seqguence Inval id ACK nunber noni t or 1
54.67.38. 74 LSthlatt:sd 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.182 g];::: 147.237. 0. 15 |kosher-kravi.idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 39 LSthlatt:sd 147.237. 0. 15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 247 | srael 147.237. 0. 15 |kosher-kravi.idf.il|SYN Attack SYN -> SYN ACK -> RST rej ect 1
169. 229. 3. 91 LShIaItss 147.237. 0. 15 |kosher-kravi.idf.il|]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
64.125. 239. 109 gﬁ;ttg: 147.237. 0. 15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
216. 218. 206. 86 Wni ted 147.237. 0. 15 |kosher-kravi.idf.il|]SYN Attack SYN -> SYN-ACK -> RST rej ect 1

Sates
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|Top Attackers In V\AF|

At acker

Tar get

Sgnature

Devi ce ‘Oount

‘Ste

Geo Addr ess Action
79.179.112. 128 |l srael 147.237. 0. 15 |kosher-kravi . i df .iljLhaut hori zed UR. Access to kosher-kravi.idf.il/xnhrpc. php Bl ock 3
79.179.112. 128 |l srael 147.237. 0. 15 |kosher-kravi.idf.il|O stributed PH Attenpt B ock 3
Ui ted Unknown HTTP Request Met hod [ [ #3]] AEAAl AvASA? [ [ #6]] A% [ #20] ] ABe
169.229.3.91  [o o o 147.237. 0. 15 |kosher-kravi . i df . i |A° A—AfAYA2 #: Ao QAZAf AT AsttA-] « xj AT [ #19] ] A—-gA?A%o Bl ock 1
@\OYCA E1A?A" bA2 AcA¢A- in URL
61.135.190. 72 |Chi na 147.237. 0. 15 |kosher-kravi .idf.il|Uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
80. 82. 64. 63 Net her| ands |147. 237. 0. 15 |kosher-kravi . i df . i JUnaut hori zed URL Access to al gassam ps/ ar abi ¢/ @Z8UUPUSH USU Bl ock 1
74.91. 28. 58 léh:attgg 147.237. 0. 15 |kosher-kravi . i df .ifUnaut hori zed URL Access to ww 366901. cond B ock 1
169. 229.3.91 l‘éh;tteeg 147.237. 0. 15 |kosher-kravi .idf.iljAbnornal | y Long Request net hod B ock 1
Wi t ed Illegal Byte Gode Character in Method «n¥ [#3]] ACAA AVASR[[#6]] A4 [#20]1A
169.229.3.91  [o 147.237. 0. 15 |kosher-kravi . i df . i |AEA° A—AfAYA2 #: A QAZAfATA#A-] » xj A[ [ #19] ] A-gA? A% Bl ock 1
@\©YcA- E1LA?A" bA2 AuA¢A.
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