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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |gte |9 gnature | Devi ce Action | oP | ocati on. Locat i on |count |
146. 185. 239. 100 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop BBL- Fr ankf urt 1
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|Top Attackers In IPS|

Attacker Address |Attacker Geo |Target Addr ess |Ste |Davi ce Action Count

40. 115. 43. 204 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il 10711: HITP. Zniu Mul nerability Scanner B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste | gnature | count
188. 166. 245. 249 Russi an Federation 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 253. 96. 122 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 234 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.0. 15 kosher-kravi . i df.il ET SCAN NVAP -f -sS 1
58. 253. 96. 122 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address

Attacker Geo

Tar get

Sgnature

Devi ce

Addr ess

Action

‘Count

68.180.229.94 |lhited Sates 147.237. 0. 15 |kosher-kravi . i df.iljdr op SAMrul e drop 66
80. 82. 64. 68 Net her | ands 147.237. 0. 15 |kosher-kravi .idf.il S[ ream ng Engi ne: TGP Segnent TCP segnent out of naxi mum al | oved drop 9
Li mit Enf or cenent sequence. Packet dropped.
5.102.254.190 |l srael 147.237. 0. 15 |kosher-kravi .idf.il[Bad TCP sequence Inval id ACK nunber noni t or 8
216.243.31.2 Lhited Sates 147.237. 0. 15 |kosher-kravi.idf.i|]SYN At ack SYN -> SYN-ACK -> RST rej ect 2
184. 105. 139. 122|lhited Sates 147.237.0. 15 |kosher-kravi.idf.il]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
144.172. 234. 107 |Canada 147.237. 0. 15 |kosher-kravi.idf.iljdrop SAMrul e drop 1
80. 82. 64. 68 Net her | ands 147.237. 0. 15 |kosher-kravi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
176.13. 1. 218 | srael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
80. 246. 130. 246 |l srael 147.237. 0. 15 |kosher-kravi .idf.il|Bad TCP sequence Inval id ACK nunber noni t or 1
216.218.206.79 |lLhited Sates 147.237. 0. 15 |kosher-kravi.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 :ZZ::FI on 147.237. 0. 15 |kosher-kravi .idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
40. 115. 43.204 |Lhited Sates 147.237. 0. 15 |kosher-kravi.idf.i|]SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
176. 13. 1. 218 | srael 147.237.0. 15 |kosher-kravi .idf.il[Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.121. 192|Lhited Sates 147.237. 0. 15 |kosher-kravi .idf.i |SYN At tack SYN -> SYN-ACK -> RST alert 1
71.6.216. 48 Lhited Sates 147.237. 0. 15 |kosher-kravi.idf.il]SYN At ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 118|lhited Sates 147.237. 0. 15 |kosher-kravi .idf.i |SYN At tack SYN -> SYN ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 |kosher-kravi.idf.il]SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 74 | srael 147.237. 0. 15 |kosher-kravi .idf.il[Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 139. 116{Lhited Sates 147.237. 0. 15 |kosher-kravi.idf.i|]SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.192|lhited Sates 147.237.0. 15 |kosher-kravi .idf.il]SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
79.176. 134. 202 |lsrael 147.237. 0. 15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates 147.237. 0. 15 |kosher-kravi .idf.il|Bl ock HTTP Non Conpl i ant 1 egal head(_ar format detected: Ml forned noni t or 1
HITP fornat in request
80. 246. 130. 246 |l srael 147.237. 0. 15 |kosher-kravi .idf.il|Bad TCP sequence Inval id ACK nunber alert 1
64.125.239. 174 |Whited Sates 147.237.0. 15 |kosher-kravi .idf.il]SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
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At acker
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Devi ce
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Geo Addr ess Action
Wi t ed Illegal Byte (ode Character in Method [[#28]]A?
169.229.3.91 g 147. 237.0. 15 |kosher-kravi .idf.i |F[ [ #15] ] A [ #8] ] HA-I AYA AE0A At At [ #23] ] [ [ #25] ] QAL +h[ [ #4] ] yuA¥A... B ock 1
A >SA[ [ #2711 AESAUYA, A%ob AVAF( A2 { 0A
80. 82. 64. 68 Net her | ands |147.237. 0. 15 |kosher-kravi .idf.il|Uhaut hori zed URL Access to gassam ps/ prisoner-52-nurid_salimal _akhras. htn B ock 1
169. 229.3.91 g”atteeg 147.237. 0. 15 |kosher-kravi .idf.il|Mal formed URL B ock 1
169. 229. 3. 91 ;q;::;j 147.237. 0. 15 |kosher-kravi .idf.il|Abnormal | y Long Request net hod B ock 1
Wi t ed Unknown HTTP Request Met hod [[#28]] A?
169.229.3.91 |g. o 147. 237.0. 15 |kosher-kravi .idf.i |F[ [ #15] ] A [ #8] ] HA-I AYA AE0A At At [ #23] ] [ [ #25] ] QAL +h[ [ #4] ] yuA¥A... B ock 1
A >AA [ #27] ] AESAUYA, A%obAVAF(A2{oA in URL
169. 229.3.91 ;qlatteesd 147.237. 0. 15 |kosher-kravi.idf.illl|1egal Byte Gode Character in Header Nane B ock 1
Lhited .. . . |Uhauthorized URL Access to
207.46.13. 184 Sates 147.237.0. 15 |kosher-kravi i df .| kosher-kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
61.135.190. 71 |Chi na 147.237.0. 15 |kosher-kravi.idf.il|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
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