01-22-2016 to 01-23-2016

<
v Focused IP Under
Attack Daily Report

1"NPT SwNn

www.gov.il

[Top Targets |

Number 74
a 6
Attacks 5

Top Tar get

[Top Attackers |

Nunmber
a
Attacks

Top Attackers

31.168.114. 111, Israel
174.37.194. 144, lhited Sates
142.54.169. 163, Lhited Sates
207.46.13.78, Whited Sates
198.20.69.76, Lhited Sates
91. 201. 236. 114, WKkrai ne
182.72.109. 162, India
89.248.172. 159, Net herl ands
61. 240. 144. 64, China
61.135.190. 72, China
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Geo | Target Address |ste | gnature | Devi ce Action | CP 1 ocati on. Locat i on |count |
142. 54. 169. 163 Lhited Sates 147.237.0. 15 kosher - kravi .idf.il bl ock-sp-traf 1 forward DP-Tehi | a 1
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01-22-2016 to 01-23-2016

|Top Attackers In |D|

Attacker Address | Attacker Geo | Target Address |Ste |9 gnature | count
174. 37.194. 144 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 Lkr ai ne 147.237.0. 15 kosher -kravi . i df.il ET SCAN NMAP -sS wi ndow 1024 1
50. 23. 96. 210 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
89. 248. 172. 159 Net her | ands 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
108. 168. 185. 133 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 72. 109. 162 I ndi a 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address | Attacker Geo |Target Address |Ste | Name | gnature |Device Action  |Count |
31.210. 188. 68 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
216.243.31.2 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 2
185. 35. 62. 163 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN ACK - > Ti neout rej ect 1
64.125. 239. 144 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
128. 232. 110. 28 United Kingdom |147.237.0.15 kosher-kravi .idf.il SYN Attack SYN - > SYN-ACK -> Ti neout rej ect 1
46.19. 85. 10 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 130. 5. 29 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
74.82.47. 8 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN At tack SYN - > SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
46.19. 85. 136 | srael 147.237.0. 15 kosher-kravi .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
198. 20. 69. 74 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN- ACK -> RST rej ect 1
74.82. 47. 38 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 236 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
52. 28. 32. 164 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN At t ack SYN - > SYN- ACK - > Ti neout rej ect 1
216. 218. 206. 99 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 250. 67. 154 | srael 147.237.0. 15 kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker Tar get

Geo Addr ess ‘S te Sgnature Action ‘Oount
Lhi ted .. . . fUhauthorized URL Access to
207.46.13.78 Sates 147.237.0.15 kosher-kravi. idf. i} kosher-kravi . i df.il/tenpl at es/ i nagevi deogal | eryl obby/ i nagevi deogal | eryl obby. aspx Bl ock !
61.135.190. 72 [Chi na 147.237.0. 15 |kosher-kravi.idf.illUhaut hori zed URL Access to 147.237.0. 15/ B ock 1
Lhited .. . [Uhauthorized URL Access to
207.46.13.78 Sates 147.237.0.15 Jkosher-kravi. idf. i kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
142.54. 169. 163 ;h;ttee: 147.237. 0. 15 |kosher-kravi .idf.illUnaut hori zed URL Access to ww. 366901. coml B ock 1
31.168.114. 111 |l srael 147.237.0. 15 |kosher-kravi.idf.il|PH? Attenpt B ock 1
198. 20. 69. 76 ;h;tt:;i 147.237. 0. 15 |kosher-kravi.idf.il|0 stributed Unaut hori zed URL Access on 147.237.0. 15/ B ock 1
31.168.114. 111 |l srael 147.237. 0. 15 |kosher-kravi .idf.illUhaut hori zed URL Access to kosher-kravi.idf.il/xnirpc. php B ock 1
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